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1. Introduction

E-mail end-to-end security with OpenPGP and S/MIME standards can provide integrity,
authentication, non-repudiation and confidentiality to the body of a MIME e-mail message.
However, PGP/MIME ([RFC3156]) alone does not protect message headers. And the structure to
protect headers defined in S/MIME 3.1 ([RFC3851]) has not seen widespread adoption.

This document defines a scheme, "Protected Headers for Cryptographic E-mail", which has been
adopted by multiple existing e-mail clients in order to extend the cryptographic protections
provided by PGP/MIME to also protect the message headers. This scheme is also applicable to S/
MIME [RFC8551].

This document describes how these protections can be applied to cryptographically signed
messages, and also discusses some of the challenges of encrypting many transit-oriented headers.

It offers guidance for protecting the confidentiality of non-transit-oriented headers like Subject,
and also offers a means to preserve backwards compatibility so that an encrypted Subject
remains available to recipients using software that does not implement support for the Protected
Headers scheme.

The document also discusses some of the compatibility constraints and usability concerns which
motivated the design of the scheme, as well as limitations and a comparison with other
proposals.

This technique has already proven itself as a useful building block for other improvements to
cryptographic e-mail, such as the Autocrypt Level 1.1 ([Autocrypt]) "Gossip" mechanism.

1.1. Requirements Language

The key words "MUST", "MUST NOT", "REQUIRED", "SHALL", "SHALL NOT", "SHOULD", "SHOULD
NOT", "RECOMMENDED", "NOT RECOMMENDED", "MAY", and "OPTIONAL" in this document are
to be interpreted as described in BCP 14 [RFC2119] [RFC8174] when, and only when, they appear
in all capitals, as shown here.

1.2. Terminology

For the purposes of this document, we define the following concepts:

* MUA is short for Mail User Agent; an e-mail client.

* Protection of message data refers to cryptographic encryption and/or signatures, providing
confidentiality, authenticity or both.

 Cryptographic Layer, Cryptographic Envelope and Cryptographic Payload are defined in
Section 3

* Original Headers are the [RFC5322] message headers as known to the sending MUA at the
time of message composition.
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* Protected Headers are any headers protected by the scheme described in this document.
» Exposed Headers are any headers outside the Cryptographic Payload (protected or not).

* Obscured Headers are any Protected Headers which have been modified or removed from
the set of Exposed Headers.

e Legacy Display Part is a MIME construct which provides visibility for users of legacy clients
of data from the Original Headers which may have been removed or obscured from the
Exposed Headers. It is defined in Section 5.

* User-Facing Headers are explained and enumerated in Section 1.2.1.
e Structural Headers are documented in Section 1.2.2.

1.2.1. User-Facing Headers

Of all the headers that an e-mail message may contain, only a handful are typically presented
directly to the user. The user-facing headers are:

eSubject

* From

*To

*Cc

*Date
*Reply-To

e Followup-To

The above is a complete list. No other headers are considered "user-facing".

Other headers may affect the visible rendering of the message (e.g., References and In-Reply-
To may affect the placement of a message in a threaded discussion), but they are not directly
displayed to the user and so are not considered "user-facing" for the purposes of this document.

1.2.2. Structural Headers

A message header whose name begins with Content- is referred to in this document as a
"structural” header.

These headers indicate something about the specific MIME part they are attached to, and cannot
be transferred or copied to other parts without endangering the readability of the message.

This includes (but is not limited to):

* Content-Type
* Content-Transfer-Encoding
* Content-Disposition

Note that no "user-facing" headers (Section 1.2.1) are also "structural” headers. Of course, many
headers are neither "user-facing" nor "structural”.

FIXME: are there any non-Content-* headers we should consider as structural?
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2. Protected Headers Summary

The Protected Headers scheme relies on three backward-compatible changes to a
cryptographically-protected e-mail message:

* Headers known to the composing MUA at message composition time are (in addition to their
typical placement as Exposed Headers on the outside of the message) also present in the
MIME header of the root of the Cryptographic Payload. These Protected Headers share
cryptographic properties with the rest of the Cryptographic Payload.

* When the Cryptographic Envelope includes encryption, any Exposed Header MAY be
obscured by a transformation (including deletion).

o If the composing MUA intends to obscure any user-facing headers, it MAY add a decorative
"Legacy Display" MIME part to the Cryptographic Payload which additionally duplicates the
original values of the obscured user-facing headers.

When a composing MUA encrypts a message, it SHOULD obscure the Subject: header, by using
the literal string . .. (three U+002E FULL STOP characters) as the value of the exposed Subject:
header.

When a receiving MUA encounters a message with a Cryptographic Envelope, it treats the
headers of the Cryptographic Payload as belonging to the message itself, not just the subpart. In
particular, when rendering a header for any such message, the renderer SHOULD prefer the
header's Protected value over its Exposed value.

A receiving MUA that understands Protected Headers and discovers a Legacy Display part
SHOULD hide the Legacy Display part when rendering the message.

The following sections contain more detailed discussion.

3. Cryptographic MIME Message Structure
Implementations use the structure of an e-mail message to protect the headers. This section

establishes some conventions about how to think about message structure.

3.1. Cryptographic Layers

"Cryptographic Layer" refers to a MIME substructure that supplies some cryptographic
protections to an internal MIME subtree. The internal subtree is known as the "protected part"
though of course it may itself be a multipart object.

In the diagrams below, "T" (DOWNWARDS ARROW FROM BAR, U+21A7) indicates "decrypts to",
and "J" (DOWNWARDS WHITE ARROW, U+21E9) indicates "unwraps to".

3.1.1. PGP/MIME Cryptographic Layers
For PGP/MIME [RFC3156] there are two forms of Cryptographic Layers, signing and encryption.
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3.1.1.1. PGP/MIME Signing Cryptographic Layer (multipart/signed)

multipart/signed; protocol="application/pgp-signature"
[protected part]
application/pgp-signature

3.1.1.2. PGP/MIME Encryption Cryptographic Layer (multipart/encrypted)

application/pgp-encrypted
application/octet-stream
1 (decrypts to)
L— [protected part]

LI—:multipar’c/encrypted

3.1.2. S/MIME Cryptographic Layers

For S/MIME [RFC8551], there are four forms of Cryptographic Layers: multipart/signed, PKCS#7
signed-data, PKCS7 enveloped-data, PKCS7 authEnveloped-data.

3.1.2.1. S/MIME Multipart Signed Cryptographic Layer

multipart/signed; protocol="application/pkcs7-signature"
[protected part]
application/pkcs7-signature

3.1.2.2. S/MIME PKCS7 signed-data Cryptographic Layer

L— application/pkcs7-mime; smime-type="signed-data"
4 (unwraps to)
L— [protected part]

3.1.2.3. S/MIME PKCS7 enveloped-data Cryptographic Layer

L— application/pkcs7-mime; smime-type="enveloped-data"
T (decrypts to)
L— [protected part]

3.1.2.4. S/MIME PKCS7 authEnveloped-data Cryptographic Layer

L— application/pkcs7-mime; smime-type="authEnveloped-data"
1 (decrypts to)
L— [protected part]

Note that enveloped-data (Section 3.1.2.3) and authEnveloped-data (Section 3.1.2.4) have
identical message structure and semantics. The only difference between the two is ciphertext
malleability.
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The examples in this document only include enveloped-data, but the implications for that layer
apply to authEnveloped-data as well.

3.1.2.5. PKCS7 Compression is NOT a Cryptographic Layer

The Cryptographic Message Syntax (CMS) provides a MIME compression layer (smime-
type="compressed-data"), as defined in [RFC3274]. While the compression layer is technically a
part of CMS, it is not considered a Cryptographic Layer for the purposes of this document.

3.2. Cryptographic Envelope

The Cryptographic Envelope is the largest contiguous set of Cryptographic Layers of an e-mail
message starting with the outermost MIME type (that is, with the Content-Type of the message
itself).

If the Content-Type of the message itself is not a Cryptographic Layer, then the message has no
cryptographic envelope.

"Contiguous” in the definition above indicates that if a Cryptographic Layer is the protected part
of another Cryptographic Layer, the layers together comprise a single Cryptographic Envelope.

Note that if a non-Cryptographic Layer intervenes, all Cryptographic Layers within the non-
Cryptographic Layer are not part of the Cryptographic Envelope (see the example in Section
3.3.3).

Note also that the ordering of the Cryptographic Layers implies different cryptographic
properties. A signed-then-encrypted message is different than an encrypted-then-signed message.

3.3. Cryptographic Payload

The Cryptographic Payload of a message is the first non-Cryptographic Layer - the "protected
part” - within the Cryptographic Envelope. Since the Cryptographic Payload itself is a MIME part,
it has its own set of headers.

Protected headers are placed on (and read from) the Cryptographic Payload, and should be
considered to have the same cryptographic properties as the message itself.

3.3.1. Simple Cryptographic Payloads

As described above, if the "protected part" identified in Section 3.1.1.1 or Section 3.1.1.2 is not

itself a Cryptographic Layer, that part is the Cryptographic Payload.

If the application wants to generate a message that is both encrypted and signed, it MAY use the
simple MIME structure from Section 3.1.1.2 by ensuring that the [RFC4880] Encrypted Message
within the application/octet-stream part contains an [RFC4880] Signed Message.

3.3.2. Multilayer Cryptographic Envelopes

It is possible to construct a Cryptographic Envelope consisting of multiple layers for PGP/MIME,
typically of the following structure:
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application/pgp-encrypted
application/octet-stream
1 (decrypts to)
multipart/signed
[Cryptographic Payload]
application/pgp-signature

L{i?ultipart/encrypted

OMMoOOm@>

When handling such a message, the properties of the Cryptographic Envelope are derived from
the series A, E.

As noted in Section 3.3.1, PGP/MIME applications also have a simpler MIME construction
available with the same cryptographic properties.

3.3.3. A Baroque Example

Consider a message with the following overcomplicated structure:

multipart/encrypted
application/pgp-encrypted

application/octet-stream
1 (decrypts to)
multipart/signed
multipart/mixed
multipart/signed
text/plain
application/pgp-signature
text/plain
application/pgp-signature

DO UVO=Z=rx"uH=IT

The 3 Cryptographic Layers in such a message are rooted in parts H, L, and N. But the
Cryptographic Envelope of the message consists only of the properties derived from the series H,
L. The Cryptographic Payload of the message is part M.

It is NOT RECOMMENDED to generate messages with such complicated structures. Even if a
receiving MUA can parse this structure properly, it is nearly impossible to render in a way that
the user can reason about the cryptographic properties of part 0 compared to part Q.

3.4. Exposed Headers are Outside

The Cryptographic Envelope fully encloses the Cryptographic Payload, whether the message is
signed or encrypted or both. The Exposed Headers are considered to be outside of both.

4. Message Composition

This section describes the composition of a cryptographically-protected message with Protected
Headers.
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We document legacy composition of cryptographically-protected messages (without protected
headers) in Section 4.4, and then describe a revised version of that algorithm in Section 4.5 that
produces conformant Protected Headers.

4.1. Copying All Headers

All non-structural headers known to the composing MUA are copied to the MIME header of the
Cryptographic Payload. The composing MUA SHOULD protect all known non-structural headers
in this way.

If the composing MUA omits protection for some of the headers, the receiving MUA will have
difficulty reasoning about the integrity of the headers (see Section 11.2).

4.2. Confidential Subject

When a message is encrypted, the Subject should be obscured by replacing the Exposed Subject
with three periods: . ..

This value (. . .) was chosen because it is believed to be language agnostic and avoids
communicating any potentially misleading information to the recipient (see Section 7.1 for a
more detailed discussion).

4.3. Obscured Headers

Due to compatibility and usability concerns, a Mail User Agent SHOULD NOT obscure any of:
From, To, Cc, Message-1ID, References, Reply-To, In-Reply-To, (FIXME: MORE?) unless the user
has indicated they have security constraints which justify the potential downsides (see Section 7
for a more detailed discussion).

Aside from that limitation, this specification does not at this time define or limit the methods a
MUA may use to convert Exposed Headers into Obscured Headers.

4.4. Message Composition without Protected Headers

This section roughly describes the steps that a legacy MUA might use to compose a
cryptographically-protected message without Protected Headers.

The message composition algorithm takes three parameters:

* origbody: the traditional unprotected message body as a well-formed MIME tree (possibly
just a single MIME leaf part). As a well-formed MIME tree, origbody already has structural
headers present (see Section 1.2.2).

* origheaders: the intended non-structural headers for the message, represented here as a
table mapping from header names to header values.. For example, origheaders['From']
refers to the value of the From header that the composing MUA would typically place on the
message before sending it.

* crypto: The series of cryptographic protections to apply (for example, "sign with the secret
key corresponding to OpenPGP certificate X, then encrypt to OpenPGP certificates X and Y").
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This is a routine that accepts a MIME tree as input (the Cryptographic Payload), wraps the
input in the appropriate Cryptographic Envelope, and returns the resultant MIME tree as
output,

The algorithm returns a MIME object that is ready to be injected into the mail system:

* Apply crypto to origbody, yielding MIME tree output
e For header name h in origheaders:

o Set header h of output to origheaders[h]

e Return output

4.5. Message Composition with Protected Headers

A reasonable sequential algorithm for composing a message with protected headers takes two
more parameters in addition to origbody, origheaders, and crypto:

* obscures: a table of headers to be obscured during encryption, mapping header names to
their obscuring values. For example, this document recommends only obscuring the subject,

so that would be represented by the single-entry table obscures = {'Subject': '...'}.If
header Foo is to be deleted entirely, obscures['Foo'] should be set to the special value
null.

* legacy: a boolean value, indicating whether any recipient of the message is believed to have
a legacy client (that is, a MUA that is capable of decryption, but does not understand
protected headers).

The revised algorithm for applying cryptographic protection to a message is as follows:

« if crypto contains encryption, and legacy is true, and obscures contains any user-facing
headers (see Section 1.2.1), wrap orig in a structure that carries a Legacy Display part:

o Create a new MIME leaf part legacydisplay with header Content-Type: text/plain;
protected-headers="v1"

o For each obscured header name obh in obscures:
« If obh is user-facing:

= Add obh: origheaders[ob] to the body of legacydisplay. For example, if
origheaders|['Subject'] is lunch plans?, then add the line Subject: lunch
plans? to the body of legacydisplay

o Construct a new MIME part wrapper with Content-Type: multipart/mixed
> Give wrapper exactly two subparts: legacydisplay and origbody, in that order.
o Let payload be MIME part wrapper
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* Otherwise:
o Let payload be MIME part origbody
* For each header name h in origheaders:
o Set header h of MIME part payload to origheaders[h]

* Set the protected-headers parameter on the Content-Type of payload to v1
* Apply crypto to payload, producing MIME tree output
* If crypto contains encryption:

o For each obscured header name obh in obscures:
= If obscures[obh] is null:
= Drop obh from origheaders
= Else:
= Set origheaders[obh] to obscures[obh]
e For each header name h in origheaders:
o Set header h of output to origheaders[h]
e return output

Note that both new parameters, obscured and legacy, are effectively ignored if crypto does not
contain encryption. This is by design, because they are irrelevant for signed-only cryptographic
protections.

5. Legacy Display

MUAs typically display user-facing headers (Section 1.2.1) directly to the user. An encrypted
message may be read by a decryption-capable legacy MUA that is unaware of this standard. The
user of such a legacy client risks losing access to any obscured headers.

This section presents a workaround to mitigate this risk by restructuring the Cryptographic
Payload before encrypting to include a "Legacy Display" part.

5.1. Message Generation: Including a Legacy Display Part

A generating MUA that wants to make an Obscured Subject (or any other user-facing header)
visible to a recipient using a legacy MUA SHOULD modify the Cryptographic Payload by
wrapping the intended body of the message in a multipart/mixed MIME part that prefixes the
intended body with a Legacy Display part.
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The Legacy Display part MUST be of Content-Type text/plain or text/rfc822-headers (text/
plain is RECOMMENDED), and MUST contain a protected-headers parameter whose value is
v1. It SHOULD be marked with Content-Disposition: inline to encourage recipients to
render it.

The contents of the Legacy Display part MUST be only the user-facing headers that the sending
MUA intends to obscure after encryption.

The original body (now a subpart) SHOULD also be marked with Content-Disposition: inline
to discourage legacy clients from presenting it as an attachment.
5.1.1. Legacy Display Transformation

Consider a message whose Cryptographic Payload, before encrypting, that would have a
traditional multipart/alternative structure:

Y text/plain

X LE11ultipa rt/alternative
z text/html

When adding a Legacy Display part, this structure becomes:

v multipart/mixed

W text/plain ("Legacy Display" part)

X multipart/alternative ("original body")
Y text/plain

VA text/html

Note that with the inclusion of the Legacy Display part, the Cryptographic Payload is the
multipart/mixed part (part V in the example above), so Protected Headers should be placed at
that part.

5.1.2. When to Generate Legacy Display

A MUA SHOULD transform a Cryptographic Payload to include a Legacy Display part only when:

* The message is going to be encrypted, and
* At least one user-facing header (see Section 1.2.1) is going to be obscured

Additionally, if the sender knows that the recipient's MUA is capable of interpreting Protected
Headers, it SHOULD NOT attempt to include a Legacy Display part. (Signalling such a capability is
out of scope for this document)

5.2. Message Rendering: Omitting a Legacy Display Part

A MUA that understands Protected Headers may receive an encrypted message that contains a
Legacy Display part. Such an MUA SHOULD avoid rendering the Legacy Display part to the user
at all, since it is aware of and can render the actual Protected Headers.
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If a Legacy Display part is detected, the Protected Headers should still be pulled from the
Cryptographic Payload (part V in the example above), but the body of message SHOULD be
rendered as though it were only the original body (part X in the example above).

5.2.1. Legacy Display Detection Algorithm

A receiving MUA acting on a message SHOULD detect the presence of a Legacy Display part and
the corresponding "original body" with the following simple algorithm:

¢ Check that all of the following are true for the message:

* The Cryptographic Envelope must contain an encrypting Cryptographic Layer

* The Cryptographic Payload must have a Content-Type of multipart/mixed

* The Cryptographic Payload must have exactly two subparts

* The first subpart of the Cryptographic Payload must have a Content-Type of text/plain or
text/rfc822-headers

* The first subpart of the Cryptographic Payload's Content-Type must contain a property of
protected-headers, and its value must be v1.

o If all of the above are true, then the first subpart is the Legacy Display part, and the second
subpart is the "original body". Otherwise, the message does not have a Legacy Display part.

5.3. Legacy Display is Decorative and Transitional

As the above makes clear, the Legacy Display part is strictly decorative, for the benefit of legacy
decryption-capable MUAs that may handle the message. As such, the existence of the Legacy
Display part and its multipart/mixed wrapper are part of a transition plan.

As the number of decryption-capable clients that understand Protected Headers grows in
comparison to the number of legacy decryption-capable clients, it is expected that some senders
will decide to stop generating Legacy Display parts entirely.

A MUA developer concerned about accessiblity of the Subject header for their users of encrypted
mail when Legacy Display parts are omitted SHOULD implement the Protected Headers scheme
described in this document.

6. Message Interpretation

This document does not currently provide comprehensive recommendations on how to interpret
Protected Headers. This is deliberate; research and development is still ongoing. We also
recognize that the tolerance of different user groups for false positives (benign conditions
misidentified as security risks), vs. their need for strong protections varies a great deal and
different MUAs will take different approaches as a result.

Some common approaches are discussed below.
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6.1. Reverse-Copying

One strategy for interpreting Protected Headers on an incoming message is to simply ignore any
Exposed Header for which a Protected counterpart is available. This is often implemented as a
copy operation (copying header back out of the Cryptographic Payload into the main message
header) within the code which takes care of parsing the message.

A MUA implementing this strategy should pay special attention to any user facing headers
(Section 1.2.1). If a message has Protected Headers, and a user-facing header is among the
Exposed Headers but missing from the Protected Headers, then an MUA implementing this
strategy SHOULD delete the identified Exposed Header before presenting the message to the
user.

This strategy does not risk raising a false alarm about harmless deviations, but conversely it does
nothing to inform the user if they are under attack. This strategy does successfully mitigate and
thwart some attacks, including signature replay attacks (Section 11.2) and participant
modification attacks (Section 11.3).

6.2. Signature Invalidation

An alternate strategy for interpreting Protected Headers is to consider the cryptographic
signature on a message to be invalid if the Exposed Headers deviate from their Protected
counterparts.

This state should be presented to the user using the same interface as other signature verification
failures.

A MUA implementing this strategy MAY want to make a special exception for the Subject:
header, to avoid invalidating the signature on any signed and encrypted message with a
confidential subject.

Note that simple signature invalidation may be insufficient to defend against a participant

modification attack (Section 11.3).

6.3. The Legacy Display Part

This part is purely decorative, for the benefit of any recipient using a legacy decryption-capable
MUA. See Section 5.2 for details and recommendations on how to handle the Legacy Display part.

6.4. Replying to a Message with Obscured Headers

When replying to a message, many MUAs copy headers from the original message into their
reply.
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When replying to an encrypted message, users expect the replying MUA to generate an
encrypted message if possible. If encryption is not possible, and the reply will be cleartext, users
typically want the MUA to avoid leaking previously-encrypted content into the cleartext of the

reply.

For this reason, an MUA replying to an encrypted message with Obscured Headers SHOULD NOT
leak the cleartext of any Obscured Headers into the cleartext of the reply, whether encrypted or
not.

In particular, the contents of any Obscured Protected Header from the original message SHOULD
NOT be placed in the Exposed Headers of the reply message.

7. Common Pitfalls and Guidelines

Among the MUA authors who already implemented most of this specification, several alternative
or more encompassing specifications were discussed and sometimes tried out in practice. This
section highlights a few "pitfalls" and guidelines based on these discussions and lessons learned.

7.1. Misunderstood Obscured Subjects

There were many discussions around what text phrase to use to obscure the Subject:. Text
phrases such as Encrypted Message were tried but resulted in both localization problems and
user confusion.

If the natural language phrase for the obscured Subject: is not localized (e.g. just English
Encrypted Message), then it may be incomprehensible to a non-English-speaking recipient who
uses a legacy MUA that renders the obscured Subject: directly.

On the other hand, if it is localized based on the sender's MUA language settings, there is no
guarantee that the recipient prefers the same language as the sender (consider a German
speaker sending English text to an Anglophone). There is no standard way for a sending MUA to
infer the language preferred by the recipient (aside from statistical inference of language based
on the composed message, which would in turn leak information about the supposedly-
confidential message body).

Furthermore, implementors found that the phrase Encrypted Message in the subject line was
sometimes understood by users to be an indication from the MUA that the message was actually
encrypted. In practice, when some MUA failed to encrypt a message in a thread that started off
with an obscured Subject:, the value Re: Encrypted Message was retained even on those
cleartext replies, resulting in user confusion.

In contrast, using ... as the obscured Subject: was less likely to be seen as an indicator from
the MUA of message encryption, and it also neatly sidesteps the localization problems.
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7.2. Reply/Forward Losing Subjects

When the user of a legacy MUA replies to or forwards a message where the Subject has been
obscured, it is likely that the new subject will be Fwd: ... orRe: ... (or thelocalized
equivalent). This breaks an important feature: people are used to continuity of subject within a
thread. It is especially unfortunate when a new participant is added to a conversation who never
saw the original subject.

At this time, there is no known workaround for this problem. The only solution is to upgrade the
MUA to support Protected Headers.

The authors consider this to be only a minor concern in cases where encryption is being used
because confidentiality is important. However, in more opportunistic cases, where encryption is
being used routinely regardless of the sensitivity of message contents, this cost becomes higher.

7.3. Usability Impact of Reduced Metadata

Many mail user agents maintain an index of message metadata (including header data), which is
used to rapidly construct mailbox overviews and search result listings. If the process which
generates this index does not have access to the encrypted payload of a message, or does not
implement Protected Headers, then the index will only contain the obscured versions Exposed
Headers, in particular an obscured Subject of . . ..

For sensitive message content, especially in a hosted MUA-as-a-service situation ("webmail")
where the metadata index is maintained and stored by a third party, this may be considered a
feature as the subject is protected from the third-party. However, for more routine
communications, this harms usability and goes against user expectations.

Two simple workarounds exist for this use case:

1. If the metadata index is considered secure enough to handle confidential data, the protected
content may be stored directly in the index once it has been decrypted.

2. If the metadata index is not trusted, the protected content could be re-encrypted and
encrypted versions stored in the index instead, which are then decrypted by the client at
display time.

In both cases, the process which decrypts the message and processes the Protected Headers must
be able to update the metadata index.

FIXME: add notes about research topics and other non-simple workarounds, like oblivious
server-side indexing, or searching on encrypted data.
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7.4. Usability Impact of Obscured Message-ID

Current MUA implementations rely on the outermost Message-ID for message processing and
indexing purposes. This processing often happens before any decryption is even attempted.
Attempting to send a message with an obscured Message-ID header would result in several MUAS
not correctly processing the message, and would likely be seen as a degradation by users.

Furthermore, a legacy MUA replying to a message with an obscured Message-ID: would be likely
to produce threading information (References:, In-Reply-To:) that would be misunderstood
by the original sender. Implementors generally disapprove of breaking threads.

7.5. Usability Impact of Obscured From/To/Cc

The impact of obscuring From:, To:, and Cc: headers has similar issues as discussed with
obscuring the Message-ID: header in Section 7.4.

In addition, obscuring these headers is likely to cause difficulties for a legacy client attempting
formulate a correct reply (or "reply all") to a given message.

7.6. Mailing List Header Modifications

Some popular mailing-list implementations will modify the Exposed Headers of a message in
specific, benign ways. In particular, it is common to add markers to the Subject line, and it is
also common to modify either From or Reply-To in order to make sure replies go to the list
instead of directly to the author of an individual post.

Depending on how the MUA resolves discrepancies between the Protected Headers and the
Exposed Headers of a received message, these mailing list "features" may either break or the
MUA may incorrectly interpret them as a security breach.

Implementors may for this reason choose to implement slightly different strategies for resolving
discrepancies, if a message is known to come from such a mailing list. MUAs should at the very
least avoid presenting false alarms in such cases.

8. Comparison with Other Header Protection Schemes

Other header protection schemes have been proposed (in the IETF and elsewhere) that are
distinct from this mechanism. This section documents the differences between those earlier
mechanisms and this one, and hypothesizes why it has seen greater interoperable adoption.

The distinctions include:

* backward compatibility with legacy clients
» compatibility across PGP/MIME and S/MIME
* protection for both confidentiality and signing
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8.1. S/MIME 3.1 Header Protection
S/MIME 3.1 ([RFC3851]) introduces header protection via message/rfc822 header parts.

The problem with this mechanism is that many legacy clients encountering such a message were
likely to interpret it as either a forwarded message, or as an unreadable substructure.

For signed messages, this is particularly problematic - a message that would otherwise have been
easily readable by a client that knows nothing about signed messages suddenly shows up as a
message-within-a-message, just by virtue of signing. This has an impact on all clients, whether
they are cryptographically-capable or not.

For encrypted messages, whose interpretation only matters on the smaller set of
cryptographically-capable legacy clients, the resulting message rendering is awkward at best.

Furthermore, formulating a reply to such a message on a legacy client can also leave the user
with badly-structured quoted and attributed content.

Additionally, a message deliberately forwarded in its own right (without preamble or adjacent
explanatory notes) could potentially be confused with a message using the declared structure.

The mechanism described here allows cryptographically-incapable legacy MUAs to read and
handle cleartext signed messages without any modifications, and permits cryptographically-
capable legacy MUAs to handle encrypted messages without any modifications.

In particular, the Legacy Display part described in Section 5 makes it feasible for a conformant
MUA to generate messages with obscured Subject lines that nonetheless give access to the
obscured Subject header for recipients with legacy MUAs.

8.2. The Content-Type Property "forwarded=no" {forwarded=no}

Section A.1.2 of [[-D.draft-ietf-lamps-header-protection-requirements-01] refers to a proposal that
attempts to mitigate one of the drawbacks of the scheme described in S/MIME 3.1 (Section 8.1).

In particular, using the Content-Type property forwarded="no" allows non-legacy clients to
distinguish between deliberately forwarded messages and those intended to use the defined
structure for header protection.

However, this fix has no impact on the confusion experienced by legacy clients.

8.3. pEp Header Protection

[[-D.draft-luck-lamps-pep-header-protection-03] is applicable only to signed+encrypted mail, and
does not contemplate protection of signed-only mail.

In addition, the pEp header protection involved for "pEp message format 2" has an additional
multipart/mixed layer designed to facilitate transfer of OpenPGP Transferable Public Keys,
which seems orthogonal to the effort to protect headers.
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Finally, that draft suggests that the exposed Subject header be one of "=?utf-8?Q?p=E2=89=A1p?=",

"pEp", or "Encrypted message". "pEp" is a mysterious choice for most users, and see Section 7.1
for more commentary on why "Encrypted message" is likely to be problematic.

8.4. DKIM

[RFC6736] offers DKIM, which is often used to sign headers associated with a message.

DKIM is orthogonal to the work described in this document, since it is typically done by the
domain operator and not the end user generating the original message. That is, DKIM is not "end-
to-end" and does not represent the intent of the entity generating the message.

Furthermore, a DKIM signer does not have access to headers inside an encrypted Cryptographic
Layer, and a DKIM verifier cannot effectively use DKIM to verify such confidential headers.

8.5. S/MIME "Secure Headers"

[RFC7508] describes a mechanism that embeds message header fields in the S/MIME signature
using ASN.1.

The mechanism proposed in that draft is undefined for use with PGP/MIME. While all S/MIME
clients must be able to handle CMS and ASN.1 as well as MIME, a standard that works at the
MIME layer itself should be applicable to any MUA that can work with MIME, regardess of
whether end-to-end security layers are provided by S/MIME or PGP/MIME.

That mechanism also does not propose a means to provide confidentiality protection for headers
within an encrypted-but-not-signed message.

Finally, that mechanism offers no equivalent to the Legacy Display described in Section 5.
Instead, sender and receiver are expected to negotiate in some unspecified way to ensure that it
is safe to remove or modify Exposed Headers in an encrypted message.

8.6. Triple-Wrapping

[RFC2634] defines "Triple Wrapping" as a means of providing cleartext signatures over signed
and encrypted material. This can be used in combination with the mechanism described in
[RFC7508] to authenticate some headers for transport using S/MIME.

But it does not offer confidentiality protection for the protected headers, and the signer of the
outer layer of a triple-wrapped message may not be the originator of the message either.

In practice on today's Internet, DKIM ([RFC6736] provides a more widely-accepted cryptographic
header-verification-for-transport mechanism than triple-wrapped messages.

9. Test Vectors

The subsections below provide example messages that implement the Protected Header scheme.
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The secret keys and OpenPGP certificates from [I-D.draft-bre-openpgp-samples-00] can be used to
decrypt and verify the PGP/MIME messages.

The secret keys and X.509 certificates from [I-D.draft-dkg-lamps-samples-01] can be used to
decrypt and verify the S/MIME messages.

All test vectors are provided in textual source form as [RFC5322] messages.

For easy access to these test vectors, they are also available at imap://bob@protected-
headers.cmrg.net/inbox using any password for authentication. This IMAP account is read-
only, and any flags set or cleared on the messages will persist only for the duration of the specific
IMAP session.

9.1. Signed PGP/MIME Message with Protected Headers

This shows a clearsigned PGP/MIME message. Its MIME message structure is:
multipart/signed
text/plain « Cryptographic Payload
application/pgp-signature

Note that if this message had been generated without Protected Headers, then an attacker with
access to it could modify the Subject without invalidating the signature. Such an attacker could
cause Bob to think that Alice wanted to cancel the contract with BarCorp instead of FooCorp.
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Received: from localhost (localhost [127.0.0.1]); Sun, 20 Oct 2019
09:00:17 -0400 (UTC-04:00)

MIME-Version: 1.0

Content-Type: multipart/signed; boundary="fee";
protocol="application/pgp-signature"; micalg="pgp-sha512"

From: Alice Lovelace <alice@openpgp.example>

To: Bob Babbage <bob@openpgp.example>

Date: Sun, 20 Oct 2019 09:00:00 -0400

Subject: The FooCorp contract

Message-ID: <pgpmime-signed@protected-headers.example>

--fee

Content-Type: text/plain; charset="us-ascii"; protected-headers="v1"
From: Alice Lovelace <alice@openpgp.example>

To: Bob Babbage <bob@openpgp.example>

Date: Sun, 20 Oct 2019 09:00:00 -0400

Subject: The FooCorp contract

Message-ID: <pgpmime-signed@protected-headers.example>

Bob, we need to cancel this contract.

Please start the necessary processes to make that happen today.
(this is the 'pgpmime-signed' message)

Thanks, Alice

Alice Lovelace
President
Example Corp

--fee
content-type: application/pgp-signature

wnUEARYKABOFA12sWLAWIQTrhbtfozpl4V6UTmPYyMVUMTOT j jgAKCRDYMVUMTOT j
jtLOAQDtISRWZVCjbB3TIS1cyxLpBfwjaXXV0is5+c4Gd2NNgwEAipDF3m5zIt7t
29cFwQusmCgKgKfdJUf6HOUPF5L/ zAI=

=+M9u

--fee--

9.2. S/MIME multipart/signed Message with Protected Headers

This shows a signed-only S/MIME message using the multipart/signed style (see Section 3.5.3 of
[RFC8551]). Its MIME message structure is:

multipart/signed
text/plain « Cryptographic Payload
application/pkcs7-signature
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Note that if this message had been generated without Protected Headers, then an attacker with
access to it could modify the Subject without invalidating the signature. Such an attacker could
cause Bob to think that Alice wanted to cancel the contract with BarCorp instead of FooCorp.
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Received: from localhost (localhost [127.0.0.1]); Tue, 26 Nov 2019
20:03:17 -0400 (UTC-04:00)

MIME-Version: 1.0

Content-Type: multipart/signed; boundary="179";
protocol="application/pkcs7-signature"; micalg="sha-256"

From: Alice Lovelace <alice@smime.example>

To: Bob Babbage <bob@smime.example>

Date: Tue, 26 Nov 2019 20:03:00 -0400

Subject: The FooCorp contract

Message-ID: <smime-multipart-signed@protected-headers.example>

--179

Content-Type: text/plain; charset="us-ascii"; protected-headers="v1"
From: Alice Lovelace <alice@smime.example>

To: Bob Babbage <bob@smime.example>

Date: Tue, 26 Nov 2019 20:03:00 -0400

Subject: The FooCorp contract

Message-ID: <smime-multipart-signed@protected-headers.example>

Bob, we need to cancel this contract.
Please start the necessary processes to make that happen today.
(this is the 'smime-multipart-signed' message)

Thanks, Alice
Alice Lovelace
President
Example Corp

--179
Content-Transfer-Encoding: base64
Content-Type: application/pkcs7-signature; name="smime.p7s"

MIIFhQYJKoZIhvcNAQcCoIIFdjCCBXICAQEXDTALBglghkgBZQMEAgEWCWYJK0ZI
hvcNAQcBoIIDcjCCA24wggIWoAMCAQICFGeCtF1zUkvBOHFHGW rw/RGKqkwLMAOG
CSqGSIb3DQEBDQUAMCOxKzApBgNVBAMTITNhbXBsZSBMQU1QUyYBDZXJ0aWZpY2F0O
ZSBBdXRob3JpdHkwIBcNMTkxMTIwMDY1INDE4WhgPMjA1MjA5Mj cwNjUGMThaMBkx
FzAVBgNVBAMTDkFsaWNTIExvdmVsYWNIMIIBI jANBgkghkiGOwOBAQEFAAOCAQSA]jTfsgGUdZbbXtBxSmCASjOBCbphvvtoamlG
18+LZd0gR2kDwr//TYjWO6vUfXPwe rNWMx4cKpFobdmvgLYCeAZKRvOPjIMTEF fw
KOOCCxSifTpTFiwZhFxXKSCTdB6T2rE9IxJfzJqLUrvvEZwpQIt8hX8kym/vKw+1
cbs13rag2enVP/f4qg/0mUuzkCI8sLXd+N5gAs9wdUZRcTBOgONUAHIM7RrpgkdC
0gKdypGEQH]j6GiamJAe2Wnd0p4BZdBtBRzj fuzGCAdkwggHVAQEBMEUWLTE rMCKG
ALUEAXMiU2FtcGxLIEXBTVBTIENTcnRpZmljYXRLIEF1dGhvcml0eQIUZ4KOWXNS
S8HOcUcZavD9EYqqTAswCwYJYIZIAWUDBAIBoGKkwGAYJK0oZIhvcNAQkDMQsGCSqG
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SIb3DQEHATAcBgkghkiG9wOBCQUXDXCNMTkxMTI3MDAwMzAwW]AvBgkqhkiGOwOB
CQQxIgQgGeoQw8WDMjB6O6EKGR5Nn10MuV7TelVjfA20B2ebW390wDQYIKoZIhvcN
AQEBBQAEgQgEABb1TYEWSNYyzL3jTS3A0Pr93YKksIZr5q/b8Y5/1rMxdYxPm+iRe0
RHRgpbFQeiqzZXzRXtMohfoIkh7RmdQoSV40pwiUmNU+fOZEAu8cMVIM6gdyUD+1D
JwDNr+YNLV/1UUGhgxOFEx0Oa/4092KYBD4eRQw4KDWrkfh9d1SjOBs14thrzYGLz
e7ut3FN5TBruZfmgMy50xZ9yUwW91YyQUBLiIcuF185y5ZW/aQCxBKBbrNNGXLIbo
8yKFJqSPiWZvwUmVQvfgL182hg8230]TtP4VImcUakTFO+k+BM//qqKXYrilX/tZn
QzG+4ZH/XM1vgH17ShjHS6TSOHZz20DgD6Q==

--179--

9.3. S/MIME application/pkcs7-mime SignedData Message with Protected
Headers

This shows a signed-only S/MIME message using the multipart/pkcs7-mime style (see Section
3.5.2 of [RFC8551]). Its MIME message structure is:

L— application/pkcs7-mime smime-type="signed-data"
¢ (unwraps to)
L— text/plain « Cryptographic Payload

Note that if this message had been generated without Protected Headers, then an attacker with
access to it could modify the Subject without invalidating the signature. Such an attacker could
cause Bob to think that Alice wanted to cancel the contract with BarCorp instead of FooCorp.
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Received: from localhost (localhost [127.0.0.1]); Tue, 26 Nov 2019
20:06:17 -0400 (UTC-04:00)

Content-Transfer-Encoding: base64

Content-Type: application/pkcs7-mime; name="smime.p7m";
smime-type="signed-data"

MIME-Version: 1.0

From: Alice Lovelace <alice@smime.example>

To: Bob Babbage <bob@smime.example>

Date: Tue, 26 Nov 2019 20:06:00 -0400

Subject: The FooCorp contract

Message-ID: <smime-onepart-signed@protected-headers.example>

MIIHhQYJKoZIhvcNAQcCoIIHdjCCB3ICAQEXDTALBglghkgBZQMEAgEwWggIJBgkq
hkiG9wOBBwGgggH6BIIBOkNvbnR1bnQtVHIwZTogdGV4dCOwbGFpbjsgY2hhcnNl
dDOidXMtYXNjaWkiOyBwcm90ZWNOZWQtaGVhZGVycz0idjEiDQpGcm9t0iBBbG1j
ZSBMb3Z1bGF jZSA8YWxpY2VAc21pbWUuZXhhbXBsZT4NCLRv0iBCb2IgQmFiYmFn
ZSA8Ym9iQHNtaWllLmV4YW1lwbGU+DQpEYXR10iBUdWUSIDI2IE5vdiAyMDESIDIw
0jA20jAwICOWNDAWDQpTdWIqZWNOOiBUaGUgRM9vQ29ycCBjb250cmF jdAOKTWVz
Cc2FnZS1JRDogPHNtaW1ll1LW9uzZXBhcnQtc21lnbmVkQHBYb3R1Y3R1ZCloZWFkZXJz
LmV4YW1wbGU+DQoNCkJvYiwgd2UgbmV1ZCBObyBjYW5jZWwgdGhpcyBjb250cmFj
dC4NCgOKUGXTYXNTIHNOYXJOIHR0ZSBuZWN1c3NhcnkgcHIvY2Vzc2VzIHRvIG1h
a2UgdGhhdCBoYXBwZW4gdG9kYXkuDQoNCih@aGlzIGlzIHR0ZSAnc21pbWUtb251
cGFydC1zaWduzZWQnIG11c3NhZ2UpDQoNCTRoYW5 rcywgQWxpY2UNCi0tIAOKQWxXp
Y2UgTG92ZWxhY2UNC1ByZXNpZGVudAOKRXhhbXBsZSBDb3JwDQqgggNyMIIDbjCC
AlagAwIBAQIUZ4KOWXNSS8HOcUcZavDIEYqqTAswDQYIKoZIhvcNAQENBQAWLTEr
MCKGAIUEAXMiU2FtcGXLIEXBTVBTIEN1cnRpZmljYXRLIEF1dGhvcml0eTAgFwOX
OTExMjAwNjUGMThaGA8yMDUYMDkyNzA2NTQx0FowGTEXMBUGALUEAXMOQWxpY2Ug
TG92ZWxhY2UwggEiMAOGCSqGSIb3DQEBAQUAA4IBDWAwWggEKAOIBAQDD79352dG2
JAzzIGNZDZ9sV7AKhOhT1RfoFjTZN5m4RegQAYSyag43o0uWilxRNOavfOUTY rwjKe
49gRdV7GzCACoEKq/xiNUOsj fIXzbCublN3fZMOXDshKKBqTh1K755SjA9Czxg7ejG]
701JE4jGNN+yAZR11tteOHFKYIBKM4EJumG++2hgbUalz4t106BHaQPCv/9NiNY7
q9R9c/B6s1YzHhwakWht2a+AtgJ4BkpG+g+MmZMQV/Ao7RwLFKI90TMWLBMEXFcp
IINOHpPasTONELl/MmotSu+8RnClAi3yFfyTKb+8rD7VxuyXetqDz6dU/9/iqD/SZ
S70QIjywtd343mACz3B1R1FXMHSA6dQAT2btGumgROKiAp3KkYRAePoalqYkB7Za
do6ngF1OGOFHON+7MYIB2TCCAdUCAQEWRTAtMSswKQYDVQQDEYJITYW1wbGUgTEFN
UFMgQ2VydGlmaWNhdGUgQXV0aG9yaXR5AhRngrRZc1JLwfRxRx1q8PORigpMCzAL
BglghkgBZQMEAgGgaTAYBgkghkiGOwOBCQMxCwYJKoZIhvcNAQcBMBWGCSqGSIb3
DQEJBTEPFwOX0TEXMj cwMDA2MDBaMC8GCSqGSIb3DQEIBDEiBCAKDMI8nuD198sK
14SDvP2x1xr25dV/xNVYs6SeGCBRUTANBgkghkiGO9wOBAQEFAASCAQACryWKSIbG
rrc/aDF1Z4KRnoRpr+fOutQSLV7k0Tgezt+X/kJCIiuLvjUxLrTux1yUWCKUPb6T
KLYASPJpwDXrNzgmGs1pIJmWHTZwUhbFVXt16FaQZkDSATtvhQU39Rsot2j1pP/UV
J7+5FPQwNc4dt7MFW7 jU4TBHO02VrzjZ2K81i0ELPXxsix0CAp3ytkhf1lUmw6bC5M/u
oWjsabxzAl4fw5+pxZw0IdbrYn5kmPiekSsYy2/+yOwzrtIYtHW5dY7DoWWXDXtD
cmCGHKO08qry+MnMy3PwvXiX0warQolfnhXB5t1k2K9YdiDcOtnAshEBXAudnx1PK
JGzeJVUTbTMO

Unwrapping the PKCS7 SignedData yields the following internal message:
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Content-Type: text/plain; charset="us-ascii"; protected-headers="v1"
From: Alice Lovelace <alice@smime.example>

To: Bob Babbage <bob@smime.example>

Date: Tue, 26 Nov 2019 20:06:00 -0400

Subject: The FooCorp contract

Message-ID: <smime-onepart-signed@protected-headers.example>

Bob, we need to cancel this contract.
Please start the necessary processes to make that happen today.
(this is the 'smime-onepart-signed' message)

Thanks, Alice

Alice Lovelace
President
Example Corp

9.4. Signed and Encrypted PGP/MIME Message with Protected Headers

This shows a simple encrypted PGP/MIME message with protected headers. The encryption also
contains a signature in the OpenPGP Message structure. Its MIME message structure is:

application/pgp-encrypted
application/octet-stream

1 (decrypts to)

L— text/plain « Cryptographic Payload

jz?ultipart/encrypted

The Subject: header is successfully obscured.

Note that if this message had been generated without Protected Headers, then an attacker with
access to it could have read the Subject. Such an attacker would know details about Alice and
Bob's business that they wanted to keep confidential.

The protected headers also protect the authenticity of subject line as well.

The session key for this message's Cryptographic Layer is an AES-256 key with value
8df4b2d27d5637138ac6de46415661beObd0led12ecf8cldb22a33cf3ede82f2 (in hex).

If Bob's MUA is capable of interpreting these protected headers, it should render the Subject: of
this message as BarCorp contract signed, let's go!.
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Received: from localhost (localhost [127.0.0.1]); Mon, 21 Oct 2019
07:09:28 -0700 (UTC-07:00)

MIME-Version: 1.0

Content-Type: multipart/encrypted; boundary="ca4";
protocol="application/pgp-encrypted"

From: Alice Lovelace <alice@openpgp.example>

To: Bob Babbage <bob@openpgp.example>

Date: Mon, 21 Oct 2019 07:09:00 -0700

Message-ID: <pgpmime-sign+enc@protected-headers.example>

Subject:

--ca4
content-type: application/pgp-encrypted

Version: 1

--ca4d
content-type: application/octet-stream

wV4DR2b2udXyHrYSAQdAH1KRyK7qZzNpI7TVprCPo/a0TWIOR5hBKcTKKES1Fo3Yw
mtDp1fGFN2JMzQ10Vbe2gbcyhrYfs+7Fd4eo0Z0geE2cUYn5M95110se1W+MdMZ/ j
wcDMA3wvgk35PDeyAQv/ePyXTBTU98wzM5LcwhWZcCmxCtTggHmj ImymQKQqJuCA
f1rZPG6V6RyidGwmJYf2uDdmlhAHXxFbYAalkI+/V35Sn050SejKvspUtuRnBOWSPs
TuWQ6ANww/04y/2/SkIodRmwaIBbs/4CaDQivSeBueHNPUuOEqxTBNI47dQx9mkdB
Z5PsuculVSg2SmdIrCM9aLyoUF60NVhdp3mYQaVH12dX19wjZtclTR74t66I/Wsc
FHONiGii/i0JS9LGllnaRiS7carlLbtwOs2yJJZPZeRozMPi®o8zgne77wdoF+NyU
LkGtgXvLbPPA9SDGTHgkJ6H+wUhh@OGWebYwpN3F6R7Sul01YRkQ8kok0OmImZokg
ghDueENW2RsZIg06sydGFaRY5BoGe2EBkcXUVBWqYEMH3Zxz/KkAEy1VY5sZ0qcae
PALVTF6Y4nNVGVylUvcuJ4DsQbi2AueD7T128halxJTkz1H1t4UyU878eUfdVLOM
FF+hwbx106RBT4uurMee®@sHrAUDHMa9Kx6XrALINbIT51fMKKXnKhfQYpfbYbz8J] 1 fIwfIy9aVUDXo
48awW8hYu4Ck42GIJQP9HsQ9fbFzHmyUHhS4h+xGXHTbPFqiPyzsoAT8KDTLMj4y
CKwagmgXMkuaD7hMc42xW8z1q2ZXZCvlajDclbkg5rx9R6n4dZL6Caj t7wK2mMHt
giNkCqLU2LuPhw/R9comDDIPFmb6WB/PBrnTrUwrFy4/6du5uKO9kwLIUu82UVhm
5xHVqybxIkHGeVNXqRSe3M3w8ERbkXqNp3s7BrGGblbYdlrPf8h1PTeWi9vfXUdn
wFHrog3xjeQ9orvJZ15jPuk5NryF2J/iNEh7+sE=

=NT2A

--ca4--

Unwrapping the Cryptographic Layer yields the following content:
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From: Alice Lovelace <alice@openpgp.example>

To: Bob Babbage <bob@openpgp.example>

Date: Mon, 21 Oct 2019 07:09:00 -0700

Subject: BarCorp contract signed, let's go!

Content-Type: text/plain; charset="us-ascii"; protected-headers="v1"
Message-ID: <pgpmime-sign+enc@protected-headers.example>

Hi Bob!

I just signed the contract with BarCorp and they've set us up with
an account on their system for testing.

The account information is:
Site: https://barcorp.example/

Username: examplecorptest

Password: correct-horse-battery-staple
Please get the account set up and apply the test harness.
Let me know when you've got some results.
(this is the 'pgpmime-sign+enc' message)
Thanks, Alice

Alice Lovelace
President
Example Corp

9.5. Signed and Encrypted S/MIME Message with Protected Headers

This shows a simple signed and encrypted S/MIME message with protected headers. Its MIME
message structure is:

L— application/pkcs7-mime smime-type="enveloped-data"
1 (decrypts to)

L— application/pkcs7-mime smime-type="signed-data"

i (unwraps to)

L— text/plain « Cryptographic Payload

The Subject: header is successfully obscured.

Note that if this message had been generated without Protected Headers, then an attacker with
access to it could have read the Subject. Such an attacker would know details about Alice and
Bob's business that they wanted to keep confidential.

The protected headers also protect the authenticity of subject line as well.

The session key for this message's Cryptographic Layer is an AES-256 key with value
12e2551896177e24ce080153cda27dddd789d399bdd87757e65655d956f5f0b7 (in hex).
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If Bob's MUA is capable of interpreting these protected headers, it should render the Subject: of
this message as BarCorp contract signed, let's go!.
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Received: from localhost (localhost [127.0.0.1]); Wed, 27 Nov 2019
01:15:28 -0700 (UTC-07:00)

MIME-Version: 1.0

Content-Transfer-Encoding: base64

Content-Type: application/pkcs7-mime; name="smime.p7m";
smime-type="enveloped-data"

From: Alice Lovelace <alice@smime.example>

To: Bob Babbage <bob@smime.example>

Date: Wed, 27 Nov 2019 01:15:00 -0700

Message-ID: <smime-sign+enc@protected-headers.example>
Subject:

MIIPVQYJKoZIhvcNAQcDoIIPRjCCDOICAQAXxggLCMIIBXQIBADBFMCOxKzApBgNV
BAMTITNhbXBsZSBMQU1QUyBDZXJ0aWZpY2F0ZSBBdXRob3JIpdHkCFCIT7jBtAgsf
As31ycE+0t95phvCMAOGCSqGSIb3DQEBAQUABIIBAKSWTBs+STeesZIYAT7Gqs ]
Za0rdUeDTSxt8RCa010EHb21gKzHRwwPIkC1LM6G1bOINYNQiFrE16jbWTG3hMRD
0St9kyqeg+MxXr2g4LoXAT+8hg/qBoF//tX+bzxhx0gx8wjxBc3bvp4esCIro7Aq
tx56BtVsIO6TAONTOCa0cnMhIo09raR6JQX+DoPynKeXihny6TFDP7eopCgorCfR
05903ZMvauibQ9KixZy3Yae8fa0zZdJu3FahIZTPdBHzbmirLxcYgp+cbTpW+Yno2
X5GJ8eq8Y0qcc/8r6Xd3REarUx02Yb02D6cgDj+aNnnsoGl/9psaY18W1MSc2/Qw
ggFdAgEAMEUWLTE rMCKGAIUEAXMiU2FtcGXLIEXBTVBTIEN1cnRpZmljYXRLIEF1
dGhvcm10eQIUZ4KOWXNSS8HOcUcZavD9EYqqTAswDQYJIKoZIhvcNAQEBBQAEgQEA
RHhTarDgNLzXSaBokp2L3EwDv11KiGtMSMUQuPelNoC2nNYUlyzAF4jd+1UUo4Uu
quiHg5HN44a9Mej rVvmQRLA5IEJiZGD8m5Jguu0jn@ooyA6EEWUpMn6h0AKlaCiXd
kwTivKfhQFJe9Eb6TKqtvT2IEu3kXFfJIKi+VyQw49+RXBmajDKJoHtumMIs8k4L1l
kJah+wD+snwHg2LCiJeSVHmpf4RvSiIJSvk206IeTxN3JecNbBpKLtIoy/CjWEZv
G3Pj/zkBbb+XhHbXo+Zk/e3aLToVG/cldx6Ti8zAr0YNAzgt1G7dmI3mnNPitEwN
049IozhT2Qn8P95AEV5PsDCCDHUGCSqGSIb3DQEHATAUBggqhkiGOwODBwQIUzd f
vwulBs+AggxQMK121v6107W1r96RWOrsOHzsIvGy fyRTT1UuZRxVLO9BQZstI5ss
57v8BogoKAOmMLaNBKM755joUbzF5f/jMYhkW3qOHet9/HRHOMONCSnoT41i2yzNdi
0tj8ixPT4sgPe9F0Tkke9Cz0J967kj9D8u7Ik2goojttt3ViJkv3alqrWbMiJRI]
g0TTA6ZaQep5L92vtCobhD+i7iaktEpmbYucXs8j jMmwyxCFXHXGD/fwDk3UDgeu
8a5f66YepZdbLKB61A3 rBwIMvQUbUXEIEbO4tGOFgwx3A02NshN+XRk/y+uhQKdC
5ZduTxk5s0kA+H4nzVvOIUKAAI+8FwY5ZWFGlncKUM/wvrGHQq3R/utChFauOHxD
7vZQLM91TcQzVWdAHTIGPtp+ekjRlu9UqatQgclogObw3PGY1JIc90G17AZHAsYncU
jsMbdsweuFuYNHJI81R5VMo6L4bCNMy+tQBOfYTF1lel+19S3r3SWdBP+ulLiKgDQ52
/04shxoi+Y0f9k8wRROiDKqwzcJuABplpgA9qjsQNgBKF5t5p313ihH1mfh8FaPL
ab0aDC7uunY5g44qXcG9YS+j5wUFuxgYyGkVcJlq3xIit9YbEy8uPxJFz4g0OvNC+r
uUSsztbLyHkhv7vnCTAlmjgG9eDpW/tEC/85pL0OV1HU00DO5eRTkjU+1XsccX8DG
iCax2C6W3cc1SC/d3al+270cgvPdDcb7zul3v6qgqbN+7GDrcQHQRFMd2vd6+xGk
NWZQMBZVHmMdCcKG19YaHORgkGH5be TRKEV1wBafuVOWTEwWl/FuZzD4oHr0aP3GLO
cLxid44her/hNxtxDc2LwOVQcxD8A550kCt9+u9M5/YPj41FWyH6kdh86p958gzF5
EpwCnQDe+s70rwFVVOODEJhqtEcXRCSSW8dS4hVEhVXQI5611JP+VZ+LTUIBelt4
mfSpSqgxeJnmyYOnmhEbZKVbK95a1WYMICEpk2n1g/bQGqJIKRryGwbEFOWggHuvPo
Bv/BfinoUL3Kd3g+hgSCR4mCg5EhEsCx21jEqEggzb2XMcA+knGUYXSW)322pZfW
LDh50gkL3GQSmm9fOvjdK40GwZv8HUdLXuAQ/J19PafMaDkd4jzRi37VBqdDgLY3
ubK+oFKhG4oqQYa/er+ZGAqqldTmu8HGCs jm6kGZvSAocJgOUnLPBNIO/iBOBYGT
KJk302jy8kfAXGSiWrYDNbTuDzFMDOzsbHbMO7A00R0OGWKV5TXAF1EHHTXGb3IKI
jRkVBL7QdRtDHO3z1xvOlnFwiuCrzLrQdUuEG/Owt8RaNr+p8hAoOYEGbB9jmbax
CSLLWeNbM008eIi3Mft4qmDXp3TEuHHru8kbvA36vQ8+dunSf2BcecyM6UAYBgaw
SCcxQmEcyMuyjSLVerVfM151lwlmM+qabxHqOhpJHNCR3V12gX3CiRWpV1NaBVyTf
793bAm7DU7G+Tzt5gdgE4s41aZt8fFXyclhH1QLPNSnctxJjuWlglJOh51iCQJp2
TgzDw350qvBxbN3yqCFjScsQXPXYErGWKLrAkUurff4x/ZAizFkmjjdpyaIK9JBw
QRyrYYQ8pJhXJe9BrP30S6evF1sWZW1MaoQcOUMWsuVucEOe4AQRGLPixDjIWW7L
I6AQ3KUW6ggzDIksaYHDiuEoBa7vcYoTar+/AhNjYM]jkQX/3kptQryqy+xke0t80
EPQEROWuUr2IpvM6YsvI/SoeFwxMb4Zm5AFvvibiCCmmoJc4A9E1tZ/sMstHyZ51u
tJqulM5BODIoFdB5pzbZYCkgN2n7EY23JS7E/0z0rzYuOIVUIVtB5awgmuSLmI+N
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R91g4FMETLYC1HYKYlaknX2zmrx8+Z8MEJNM2KOq8wPBnm860pGeImlZhFwT2x0R
eJpKcfLGroXYh2Gb6BxwIfKjO00TXCoIFP02IbTI7clc/2ei0BN6IXxywPkH4 renaP
SkuNBgbexfZGBhMT1R+CtKLEUmw5bxBTDwj jcvzWDPhy/VurLQxh0qYnbhZwW21SV
4gMrJ4uGXEhy InPOFD+HR4mB2epYcW3dFj4cGN3B2Y5Nn0TwOZ7 f14SOBPdvYjP9
LL5WZ6p90mII9wcunGCRNLUUYUmRNIbhVHIBTTIRISPUSVFfEuotrDZ90ZcwYk07
fQX21gJCzvIyp8ftO1HX4Kc4mN/FMPgGecmg70N335yQ4mQ/eSvTNn7E+35ZGn9f8
PI7QPJRhdUKBZCnwyv+0wK2VzySxngNfPaZk168foGRd9eFCw80L4U+SuLDQH6ZT
0++VKk4Ce2jx1khoiglewicOdVFwt4bmybNz4u/qdobYr5fs7dKPHHOO2SBVA160
16foheiBtV2VA8mMEBA1BhcNmKYegu+RGhmGfNDuzZB8XdbPQ6M+N+ilEj /6 rr+wgD
gcmEyAGNwIkmWpby rm9M41Dtzemv5N5V32ppGizEt6cOXkiUL11lwGdWey3+YRez
7b+K1/uIpDuRbp5Tf43dyPsy/cx4DNm5kAB4CcyyV1IXPagXmO1lEPYBmaMwW30+D2
5v4Wj 1qwIR05qgI8FyVnX6sm/oucfg51172edaCG8f42gIMNTQBgWVMsSG7NtOOX
dJo/0GtACwnY470hMFGOBe jWueAksdnqVWCIt0989iBHgegNx5jUCycB/YOmOxhO
pfeNjA9PwZMUpjlqrjDFIan/UFYAZH5ISSV7G300RKI3TTEShShXP2K3cn7Fa9w+
H/jyTEQGTCiTq7Xx5Fr0IJBmK]jylkF70G1IBXxJgKKRmOiD/sGNTaSJ6P18/K6dEz
zsMwEFTawnWVq32Xn3d6/+FADZ91GhC5WwVgaQHRb/9Ejt1mBdptmXjEj5wOY0ib
xFer54LrQgvBWEYRqDNneh3bI53BudbT17YitqULVGETe+k1TONbcyElrr2Y/NKHk
rPMarAfByookkJrDtVh3VrAm2ows70wvKGyoNybjlyczjt7xosatZ1lxkgb9mtR51i
E219ajSR45zQjHoboRy0Cw15ZgLV/+yp3j TkNcUKFDRtkVbGfascBIMe@ifUGTvP
mJ9AQHZxdTm99K1QjCZzR8CBUVR+2z5sT43j r91CQKSSEVPM16VVRV2thiWw3VGgP+
¢c8i5zj6+zCnlEdSWiIeFw0J9/ewKSdU9pGrA00QtXbYQLDCKuGK1Vgy6jJICeglDH
T6gVNy51ip593wWWTOVXVEWUYgi6JCdS27b5+P/wINjTrzpZ4yWDCpyogyrTlgfl/
GgvdGuWWinKSLOyh1fJ1p9WoDWcqH98QhJIXLV+X30C+tmMofytmHgXN8jjVsWSRa
VWrFUarMs2hZDWf6e6ncwvMC8QliiszrKXQNckxvBuh5hug9WKurVj4CIWnogXFh
0ql0+VbqZSj+TT5pCN//370vsIZInN5UbrpDmUPOrUvdTGz9iWQRU16R292h28656
pAGHvV91uXCoPJ5uPTwcbBS1/js6J+K5McygR14fucacfVFnMuDpET/tT1eAROP3F
DOBKqV5Y000 rWwMexzMLJUEQ/eGSwTp7wvB8on7jeGxAexMqyWCrhRk9G2ZwiT4L7Q
rX4NIDj6oujCCkeFUATsOpGKwEFGmpbEUTfDOsioWoVYJZPs09kAGq6bhbKACOkeZ
v95ha/3C1leYXGUUNtzLsCx+c9Zp/W1+0PcT3ZSWhmRbXiIvz+ntHVe47PHxbvH6a
ZG7YGc/9u3jTvIIyYtQ054uGET/eFWSxCUo05/VfsheQuLdXN7InVi6ooF+c7WUZd
61FwfDWNT8z0GWs3Eotoz riwyBgKS5VFPO9vZM64nSqu9v5PSzmb0OAY /Zc5KhVXVY
zQqmO3keXq92Fejtgyd/09ITZf5GkMQVU7+IT52IxFRQpLkbTHI j4HRGtGHtIyPW
Rmf9qSZz8QgVyAUKK1k+kLBITHN3CWIB6S9h042HWEFVLV18wPWW5aLYTsVMGnMU
aZ35M350dj rvY9BOINMpL53Hm7gH1w/h9QCv+xsFmanYsoy lwbuKW2TcSnWB74C7
WyONmCkaM+JweOgygffWicLGI3jKWccykTUZtodzlectNHh24puZICnvfzwjte+n
eSQqJfHMs ra6V8BcshpwmvPy lHnkU+2KyhQ84300R/qaXAYJ7EWRBEFe4EIpxzfL
zQFOLwbhpAstpcjOLIfEHMQiWx8ASZE1LMSTZ0148sXYEWSIL7t5tWs=

Unwrapping the outer Cryptographic Layer of this message yields the following MIME part (with
its own Cryptographic Layer):
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Content-Transfer-Encoding: base64
Content-Type: application/pkcs7-mime; name="smime.p7m";
smime-type="signed-data"
 rcywgQWxpY2UNCi0tIAOKQWXpY2UgTG92ZWxhY2UNCLBYZXNp
ZGVudAOKRXhhbXBsZSBDb3JwDQqgggNyMIIDbjCCAlagAwIBAgIUZ4KOWXNSS8HO
cUcZavD9EYqqTAswDQYJIKoZIhvcNAQENBQAWLTE rMCkGALUEAXMiU2FtcGxLIEXB
TVBTIENlcnRpZmljYXRUIEF1dGhvcml0eTAgFwOXOTEXMjAwNjUOMThaGA8yMDUy
MDKyNzA2NTQxOFowGTEXMBUGAIUEAXMOQWxpY2UgTG92ZWxhY2UwggEiMAOGCSqG
SIb3DQEBAQUAA4IBDwAwWggEKA0OIBAQDD7q35Z2dG2JAzzIGNZDZ9sV7AKhOh1RfoF
jTZN5m4RegQAYSyag430uWilxRNOavfOUTY rwjKO4qRdV7GzCACOEKq/x1iNUOs] f
JIXzbCubN3fZMOXDshKKBgTh1K75SjA9Czxg7ejGoiY/iidk0e91neK30SCCaBT]
1fR2ZDrPk73IPMeksxoTatfFOhw9dDA+/HilyptN/aGOQ/s9icFrxréy2zQXsjuQ TMWLBmMEXFcpIINOHpPasTONEL/MmotSu+8R
NCLAL3yFfyTKb+8rD7VxuyXetqDZ6dU/9/1qD/SZS70QIjywtd343mACz3B1R1Fx
MHSA6dQAT2btGumgqROKiAp3KkYRAePoalqYkB7Zad06ngFLOGOFHON+7MYIB2TCC
AdUCAQEWRTAtMSswKQYDVQQDEYyJTYW1wbGUgTEFNUFMgQ2VydGlmaWNhdGUgQXVe
aG9yaXR5AhRngrRZc1JLwfRxRx1g8PORiqpMCzALBglghkgBZQMEAgGgaTAYBgkq
hkiG9wOBCQMxCwYJKoZIhvcNAQcBMBWGCSqGSIb3DQEIBTEPFWOXOTEXM]j cwODEL
MDBaMC8GCSqGSIb3DQEIBDEiBCC5A+mnkPof r5VZKP+y+n5m21txluYik0ynnkYb
tCaH+jANBgkqhkiG9wOBAQEFAASCAQAgTVYYJu+aUcWjLFOT//18p4LOBcB3WBEa
x7msyZcptualtWalLedzgwi+nGHfh1/02wzTvCjx+LTHGouU83ILpEdDAXEDqzNgd
gEJF7wswM7N31PhjpQyH+HbrJTHOtF+/XREgCG14yRs5yAXOkvkFDmd55svukInx
eSb97LhQHQGpILh5FBstWWBKQitNn8eB3gbh+c43zp4nBXoS2aFiUvYdwWugw4QHW
7T7dcSX5gAEHt/dm2g40HOg9YtHMRpOmMgqdNQSUMKR7vomEKOkv2XWmlf3znKWe8Q
Pd1ihgrhOASyTloBmnpEVwvsSkhqoxkGcrrSefUZy5hOwKTNSqRW

Unwrapping the inner Cryptographic Layer yields the Cryptographic Payload:
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From: Alice Lovelace <alice@smime.example>

To: Bob Babbage <bob@smime.example>

Date: Wed, 27 Nov 2019 01:15:00 -0700

Subject: BarCorp contract signed, let's go!

Content-Type: text/plain; charset="us-ascii"; protected-headers="v1"
Message-ID: <smime-sign+enc@protected-headers.example>

Hi Bob!

I just signed the contract with BarCorp and they've set us up with
an account on their system for testing.

The account information is:

Site: https://barcorp.example/
Username: examplecorptest
Password: correct-horse-battery-staple

Please get the account set up and apply the test harness.
Let me know when you've got some results.
(this is the 'smime-sign+enc' message)

Thanks, Alice

Alice Lovelace
President
Example Corp

9.6. Signed and Encrypted PGP/MIME Message with Protected Headers and
Legacy Display Part

If Alice's MUA wasn't sure whether Bob's MUA would know to render the obscured Subject:
header correctly, it might include a legacy display part in the cryptographic payload.

This PGP/MIME message is structured in the following way:

application/pgp-encrypted
application/octet-stream
1 (decrypts to)
multipart/mixed « Cryptographic Payload
text/plain « Legacy Display Part
text/plain

I—E:multipar‘c/encrypted

The example below shows the same message as Section 9.4.

If Bob's MUA is capable of handling protected headers, the two messages should render in the
same way as the message in Section 9.4, because it will know to omit the Legacy Display part as
documented in Section 5.2.
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But if Bob's MUA is capable of decryption but is unaware of protected headers, it will likely
render the Legacy Display part for him so that he can at least see the originally-intended
Subject: line.

For this message, the session key is an AES-256 key with value
95a71b0e344cce43a4dd52c5fd01deec5118290bfd0792a8a733c653a12d223e (in hex).
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Received: from localhost (localhost [127.0.0.1]); Mon, 21 Oct 2019
07:18:28 -0700 (UTC-07:00)

MIME-Version: 1.0

Content-Type: multipart/encrypted; boundary="924";
protocol="application/pgp-encrypted"

From: Alice Lovelace <alice@openpgp.example>

To: Bob Babbage <bob@openpgp.example>

Date: Mon, 21 Oct 2019 07:18:00 -0700

Message-ID: <pgpmime-sign+enc+legacy-disp@protected-headers.example>
Subject:

--924
content-type: application/pgp-encrypted

Version: 1

--924
content-type: application/octet-stream

wV4DR2b2udXyHrYSAQAAXX1uOLNgj206biKu64RULX3PY/gcetRoyNOWNoXG8zow
LF4DhnBs27vQkh1BIU4KmJFOwwjLwuRvS/J4NvCqqcEYwiPdhp5q5ftn7wrq2W5s
wcDMA3wvgk35PDeyAQv+M8gxGXm9ecpcotEX+90MIEY5N8V7FmZ6ydRpBXgWvCpB
Nr6gk90sOvI1lhiN1IJb173mEb5LdMj3wtRwGP3DB4AoPabIMXh/hCcNAhaWusVHO
AK330DjH3rhntORMve0qq4QhRzUGR1ctYWRNBXgKC/n3Bmp7mHAZz fb4RyBGXDXsI rVVWOrAt7761BSR4n72DdMjMKZ50sxPLtAVce9KeV
slcdKffbF4VDoe97eRq5uadKIW/ c+8WGW1lu/vzPA7Zj6rR+gaWKqw4rnlys4+M2b
LHugg+cFOk/sEfrmEuHyefYvms9Ht2icbiSTbgN+ApXuC9QtNRb/XnEw51CH+dBO
EYm/WOqSDXMcvoZaZ379uFkXqiECLF11iA3K89BV1VXFXgatnLHbNBdpm+mmJ1lz+
MYONTCASFvOBri4Y7;j6kS0ZMnfol+84j/nVCpBej8QrXgbpL+/6xrBURCA1Sb+Xu
XRF1VeybrlbjlTcp7aDLzZtQ8pk+8zyxy9d0ePPcBDZ1nDXCALT9eXJ/HX/6EYNT
30h+kmF7UxghUGUnyTfBMhnBD50Ni+0GVyDWyRv5j fYc5FWwX0mcRjigPlofLmo9
7eLOmYMmpOL2DdNiVer/D15g8HRSVaRceHIVUrNM+M2xzCkd rTHISh7MBUGTwUd+
RXYQgfPu8xbeouLnSTVC5Kuul3VA8Q1/Y6KcjQTgjNvrOzjHTxjKek5fokNxvFQj
1fKAIMOw2k0=

=+171

--924--

Decrypting the Cryptographic Layer yields the following content:
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From: Alice Lovelace <alice@openpgp.example>

To: Bob Babbage <bob@openpgp.example>

Date: Mon, 21 Oct 2019 07:18:00 -0700

Subject: BarCorp contract signed, let's go!

Content-Type: multipart/mixed; boundary="6ae"; protected-headers="v1"
Message-ID: <pgpmime-sign+enc+legacy-disp@protected-headers.example>

- -bae

content-type: text/plain; protected-headers="v1"
Content-Disposition: inline

Subject: BarCorp contract signed, let's go!

- -bae
Content-Type: text/plain; charset="us-ascii"

Hi Bob!

I just signed the contract with BarCorp and they've set us up with
an account on their system for testing.

The account information is:
Site: https://barcorp.example/

Username: examplecorptest

Password: correct-horse-battery-staple
Please get the account set up and apply the test harness.
Let me know when you've got some results.
(this is the 'pgpmime-sign+enc+legacy-disp' message)
Thanks, Alice

Alice Lovelace
President
Example Corp

--6ae- -

9.7. Multilayer PGP/MIME Message with Protected Headers

Some mailers may generate signed and encrypted messages with a multilayer cryptographic
envelope. We show here how such a mailer might generate the same message as Section 9.4.

A typical PGP/MIME message like this has the following structure:
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application/pgp-encrypted
application/octet-stream
1 (decrypts to)
multipart/signed
text/plain « Cryptographic Payload
application/pgp-signature

l~Eénultipart/encrypted

For this message, the session key is an AES-256 key with value
5e67165ed1516333daeba32044f88fd75d4a9485a563d14705e41d31fb61a%e9 (in hex).
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Received: from localhost (localhost [127.0.0.1]1); Mon, 21 Oct 2019

07:12:28 -0700 (UTC-07:00)

MIME-Version: 1.0

Content-Type: multipart/encrypted; boundary="024";
protocol="application/pgp-encrypted"

From: Alice Lovelace <alice@openpgp.example>

To: Bob Babbage <bob@openpgp.example>

Date: Mon, 21 Oct 2019 07:12:00 -0700

Message-ID: <pgpmime-layered@protected-headers.example>
Subject:

--024
content-type: application/pgp-encrypted

Version: 1

--024
content-type: application/octet-stream

wV4DR2b2udXyHrYSAQAApTCCVZLgLBNWL551a9dZGb01aPtMkIFXY0o8DOKgIpCcw
gm5VTqOECRjo0ZqCwveFWGgRknz0O1lc+eau5fcbenmEW8J1EOFjpoBENnFo9vYb6PrU
wcDMA3wvgk35PDeyAQwAwiuMTVdntVxYn6dnGUoaga2txqCsxioqndJgfmGrIfBf
+BEHyt/a43rWwfi3QycCKg483Fqx0YG3HHIEiiwdFmE3XdoHMTRKfHUSiyzCNxPz
AK2cwloBtD3w6zs+m0Y7Ytq83ghyBeX0aGmgCZqGhL60In5Qu+w3Vmxcl19d2+BTs
Z0JzxcHACRvg2tDORRmyhjwKqgVdd2akllMylpcXLIediUiEI5MA3TaWUk/uVDsUq
S6JtLOdEYy0s49Z+flcGfEYyGCGU6TqVOYun®b13A7/03jYC+75eCv89s/q4W1IUMIM
ps02X7xN1hgREncwvaoQbvfVfS1xHgWGCZDL8+0/7XC5EDYK4LAR9125G4Desr9%e
k9Fn3bH6Tt71vpHONBYKChOmM2/apFEMLXSq7DMiJEN4spbc4D3iBnxYQEH99e052
KNj rHaoG59bZ6TNJj/IN+E5sQzDxic0004Qccg9M7iFh6eBLOuBhBpRxbeoXQk13
ImzI8XpyFoGUOHHOIOCsOsIGAUNVVAOLGq7wjKpyObWQLB2YVCKU6C8GNX6GUCLm
SMovYhGKfpb+LUu+UM1BZ9vd9D/tsMd2WBw5tM1ncfRuSTOhVeFgTEGiCrBn7sdb
UFTV+jb5CktQMwj5vWIVPhMIUeISwoAQJ10NuOgFnVTI2bZ0dxZeV6NDYPYCERUR
Sh980UxdjGLvw/LtMThKIRUr3S2TcmKSwGen5a96S+1AAMMINSwL rH+X76UuRvV+
07m6KDas0+fEIWXKYHGjJI10n8MnkVE4dSDKgUNukVRoOBAB9Ign11zWb6IX7f11M
k8C+8F5Y1xXEG3CCeYdTKSiIkDVBV80oFGrFCYXW02bLWFpCZOt2gDfWX5SVvXj+EZ
KxA1iZobwQEw1l6WYp4MkOPpfOUrBXkfnLBieRg0405j5Y//EXKpv8TSBxRbeOVfRk
x11HNbaNeBtID4N2HT jsqUX3y2ZH3m7HWLwWkQeX6Yw5qqSWQjC8fk1lxO0ku+brAaM
ayudhVFKiD5PVfelNrVv5dDSbj5VyQkoESi2zLmd4SLoFIMp8/1fSnplOZF4krFb
wIF8wd+zT2307fN4DRKjugFVroY180h9iPINOxXSyygeo+IWWfYPud4lvf+viRZMh
ajlnhJoa9ughiYfXuDu+VjzZuM22C/9gVbXMSuY1PaKffBleTNhCT7IJWlmhNBW6t
0uH6dZ2X601XECMBYzKy+d8Dun21G2nLuE82QP9y7/QZ22g+0SWZAA2IIDiH2tEIb
8CNSVwZXNpSeqH5u3+aRE1M5Ezs1bLU78Ry rxt6 INAZEHD42F i f+qaHOWW52wV2H
vnaxJWOyQlo4WeW+BPtKqtE7t8JgTEtXTdKHIdWCMXg21isxXWMMIE12QEc26+bQnz
h+kDrTgxtp8rSfhLSQi4TRoudxx8mMjwFEWNRIFRQG7eGNPaqZYF3dz/neN/fyOp
JbflgFJAtrSI100aZ+iT8640tcalLOHKOLNGEuyJR1d0C9tuyldarvkKROvOi4jhY6
UxDkknDkq0IzTmczFyAH31BLRPMZNZ1z

=YU4k

--024--

Decrypting the encryption Cryptographic Layer yields the following content:
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Content-Type: multipart/signed; boundary="80b";
protocol="application/pgp-signature"; micalg="pgp-sha512"

--80b

From: Alice Lovelace <alice@openpgp.example>

To: Bob Babbage <bob@openpgp.example>

Date: Mon, 21 Oct 2019 07:12:00 -0700

Subject: BarCorp contract signed, let's go!

Content-Type: text/plain; charset="us-ascii"; protected-headers="v1"
Message-ID: <pgpmime-layered@protected-headers.example>

Hi Bob!

I just signed the contract with BarCorp and they've set us up with
an account on their system for testing.

The account information is:

Site: https://barcorp.example/
Username: examplecorptest
Password: correct-horse-battery-staple

Please get the account set up and apply the test harness.
Let me know when you've got some results.

(this is the 'pgpmime-layered' message)

Thanks, Alice

Alice Lovelace
President
Example Corp

--80b
content-type: application/pgp-signature

wnUEARYKABOFA12tvLAWIQTrhbtfozpl4V6UTmPyMVUMTOTj jgAKCRDYMVUMTOT j
j311gAPw0j0QI/Sr3vGOhiAKmTBgmB7VhKiUbfFWKRaWKkzJ/kAD/e0jMNvaZ5MG1l
fwoxQXpB1lvRrY9Ttz3zr+TfLnfHFwQM=

=4v4Q

--80b- -

Note the placement of the Protected Headers on the Cryptographic Payload specifically, which is
not the immediate child of the encryption Cryptographic Layer.
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9.8. Multilayer PGP/MIME Message with Protected Headers and Legacy
Display Part

And, a mailer that generates a multilayer cryptographic envelope might want to provide a
Legacy Display part, if it is unsure of the capabilities of the recipient's MUA. We show here how
such a mailer might generate the same message as Section 9.4.

Such a PGP/MIME message might have the following structure:

multipart/encrypted
application/pgp-encrypted

application/octet-stream
1 (decrypts to)
multipart/signed
multipart/mixed « Cryptographic Payload
text/plain « Legacy Display Part
text/plain
application/pgp-signature

For this message, the session key is an AES-256 key with value
b346a2a50fa@cf62895b74e8c0d2ad9e3eelf02b5d564c77d879caaee7alaa70 (in hex).
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Received: from localhost (localhost [127.0.0.1]); Mon, 21 Oct 2019
07:21:28 -0700 (UTC-07:00)

MIME-Version: 1.0

Content-Type: multipart/encrypted; boundary="32c";
protocol="application/pgp-encrypted"

From: Alice Lovelace <alice@openpgp.example>

To: Bob Babbage <bob@openpgp.example>

Date: Mon, 21 Oct 2019 07:21:00 -0700

Message-ID: <pgpmime-layered+legacy-disp@protected-headers.example>
Subject:

--32c
content-type: application/pgp-encrypted

Version: 1

--32c
content-type: application/octet-stream

wV4DR2b2udXyHrYSAQdAC1Ly20ZdEVNBoA4HUTfvQJIgdpSkelPzYiPR/TWOapExOw
gPck901y4gnu@lfnptzYiIaZKMWis7jPgmH2jQRhnG1QOIKS1PeCfTS92070QiD1
wCDMA3wvgk35PDeyAQwAqIL7jcN2Rm5ud4ghMfvT7by7nUKCOaP/H+KMPIsXP2Kx f
MLRVNnrrsCgJ6j5htt48HGddpEgL1ZceK3vg8WIRWSpMstpdGxxE7HZgXHKMNKk8V+
8EVWIHGWBmMxisA7/J00rt4HQInHMO1d rIXgWjIA+Vpu/zFA542qQH78;j r9Ghhp/C?
HQnO63YJJ1TtIB1SIJWMzmK5vgxtXFeOByc/msdQX8goxS3G6RNPVHabESaqVrG4i
F+TyzqiMFTZdLjiJXiKcFHwDoLUwA/FxkA5/BwRCM5LX3LITAvvqYy0TkaQHOSeN
bfqCf4kWzuNhTfZM3wFgaA+FvYC8M7PKiE9y1+TiWEUgMa+jOrcrf2+Nzt8mTeWU
eQRwf9XzgmPVNarQpStomff6dIVax loNCwKKk3LtGRWKVOEIbKtFwPi+M7h3BgWn
NQHVT1IMXXV8LYyKipH1ZpB3WUH]jGqL13esOFwR4W+U9/qzgn6kN7kZP+yjoqgXutCR
GsjoVvwN6FU8cjv4nK1H65cobBAgPOiWEVLt1e351cwQWwUL1V/B3jWM3Wqui/hR
10Q9TW/WdP1/VT2Heb3503IJKIYntOMcT8aYooCLUCQMx194Ks1ly4hP5mlLurjdv
gBrvDNbRsW27GnyuUm8/0S1gpYS0gIrMe4BMXpwLcabxvXEINcm2Lo10gh3MhW5]
IVjGkQDV2vM76qsfBdpHeb0OXBKTccyx9wzZDO9MOAOXV080o/yh8H/Mcn/s0paVsv
gdf6JELlYfwC0d7344ymzonwOkbC6F7UZgpW1lY59Glga2EPwwaFkTH22D8MHO rwkKA
JBJICvaGxEmzrV4WlaE77LUJoDs6chIF/GKecntsBvvyvjsrFLPK/2/RtrUEKP2G4e
svWDdqSECPYEFYMvzfIMwa2GOuXCLiATP8NTS1e0cZ9sPkEQU1623VI+y/t0z8z/
0Z4SdrgAEdISbWbyev8bd1WCbRnOyOxuQHmVmhtCm4Ps506+sGWL+PDnywrwvyP7
X1b8YpYCWaHS8md9AW2Jgcdj6p3Hc2Bs7z1MgzscOpdvXRs=

=Fb+8

--32¢c--

Unwrapping the encryption Cryptographic Layer yields the following content:
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Content-Type: multipart/signed; boundary="03a";
protocol="application/pgp-signature"; micalg="pgp-sha512"

--03a

From: Alice Lovelace <alice@openpgp.example>

To: Bob Babbage <bob@openpgp.example>

Date: Mon, 21 Oct 2019 07:21:00 -0700

Subject: BarCorp contract signed, let's go!

Content-Type: multipart/mixed; boundary="6ae"; protected-headers="v1"
Message-ID: <pgpmime-layered+legacy-disp@protected-headers.example>

- -bae

content-type: text/plain; protected-headers="v1"
Content-Disposition: inline

Subject: BarCorp contract signed, let's go!

- -bae
Content-Type: text/plain; charset="us-ascii"

Hi Bob!

I just signed the contract with BarCorp and they've set us up with
an account on their system for testing.

The account information is:
Site: https://barcorp.example/

Username: examplecorptest

Password: correct-horse-battery-staple
Please get the account set up and apply the test harness.
Let me know when you've got some results.
(this is the 'pgpmime-layered+legacy-disp' message)
Thanks, Alice

Alice Lovelace
President
Example Corp

- -6ae- -

--03a
content-type: application/pgp-signature

wnUEARYKABOFA12tvswWIQTrhbtfozpl4V6UTmPyMVUMTOT j jgAKCRDYMVUMTOT j
js14AQD2GOrZXkuKxZPYO16AJFKiAFphRt+5V9gj3HEXKVQKPAD/bZy+vW9j1+ed
MLiOblojjFocLx/6MvQBoI3P9a591Qs=

=18GL

(BB -
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9.9. Signed and Encrypted S/MIME Message with Protected Headers and
Legacy Display

This shows the same signed and encrypted S/MIME message as Section 9.5, but formulated with a
Legacy Display part so that Its MIME message structure is:

L— application/pkcs7-mime smime-type="enveloped-data"
1 (decrypts to)
L— application/pkcs7-mime smime-type="signed-data"
i (unwraps to)
multipart/mixed « Cryptographic Payload
text/plain « Legacy Display Part
text/plain 445 bytes

The Subject: header is successfully obscured.

Note that if this message had been generated without Protected Headers, then an attacker with
access to it could have read the Subject. Such an attacker would know details about Alice and
Bob's business that they wanted to keep confidential.

The protected headers also protect the authenticity of subject line as well.

The session key for this message's Cryptographic Layer is an AES-256 key with value
09e8f2a19d9e97deea7d51ee7d401be8763ab0377b630a68206e0bed4albaec (in hex).

If Bob's MUA is capable of interpreting these protected headers, it should render the Subject: of
this message as BarCorp contract signed, let's go!.
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Received: from localhost (localhost [127.0.0.1]); Wed, 27 Nov 2019
01:24:28 -0700 (UTC-07:00)

MIME-Version: 1.0

Content-Transfer-Encoding: base64

Content-Type: application/pkcs7-mime; name="smime.p7m";
smime-type="enveloped-data"

From: Alice Lovelace <alice@smime.example>

To: Bob Babbage <bob@smime.example>

Date: Wed, 27 Nov 2019 01:24:00 -0700

Message-ID: <smime-sign+enc+legacy-disp@protected-headers.example>
Subject:

MIIQjQYJKoZIhvcNAQcDoIIQfjCCEHoCAQAXxggLCMIIBXQIBADBFMCOxKzApBgNV
BAMTITNhbXBsZSBMQU1QUyBDZXJ0aWZpY2F0ZSBBdXRob3JIpdHkCFCIT7jBtAgsf
As31ycE+0t95phvCMAOGCSqGSIb3DQEBAQUABIIBAFbDR6j4ZB/M0o9BQygYItwFc
P+4r04dlak51hc1DpSqyhiMcGahA3yxDRbZ4W1rbmC/s3d5+0WXKYgs1nNMQJ48F
f45BtNTNsLPZ1+NZVbkoVJ08Bxv1rjB8/qWuSUsroqzn9enS8DUBxxPL5aSWKQQN
G2IaH9BUKMXLPUYA46GATly941S4fZqwBtNNBP5eiIIPc90gjy+7At5GG7 rVMNOM
G5FL00g52SYUel167jp37811+2dkA1g5+Cru/ZE2Rdw3DrMDAF05GwWC7 fWKg4zPm
IHZj92caVj1lIyfTmGogT205tLMgn61BkptgxZwHDr3FI/aYo4vcHgmlKR/TdbHww
ggFdAgEAMEUWLTE rMCKGAIUEAXMiU2FtcGXLIEXBTVBTIEN1cnRpZmljYXRLIEF1
dGhvcm10eQIUZ4KOWXNSS8HOcUcZavD9EYqqTAswDQYJIKoZIhvcNAQEBBQAEgQQEA
hXeYVSUsST1EBZ/+AjwyEcnTMOkuFMaNvG1BMhAZzAsy012rrZTWbgwWkcA3abgm/M
CuzZX7mQLOI79KZdmC1lGpLx6gQFjLemHaClQVOZNdX4DxakWuME/kCMgbo4MZXStT
aOMH1KUdoMt72Rz4YBzNQCL7ePaii5w6Nd2KD7yJAirLYUMJE]jVweVaMI9y9LmbO
vb0gOiuoUeOvp9B20LRcIX37nN5D1GG4tHLPjBD439gC8igxZQfOuah2cWD1mAG5R
0BgIDKXPy2eVbcMdSa0irDKYZ49WFe9Lad9q3mHHbFs6K6/yuBm/thMEdCIKZTHo
jiPvYdYF8IJfEd368I+DujCCDa®GCSqGSIb3DQEHATAUBggqhkiGO9wODBwQIsbhla
JX/RU9aAgg2I0VXWTs5fc/Yad2qvawUVNX+LObjA6/+t9WxuV2em0eBYzQGjo7q+
xaIXQwbbFlej27efGhxUYDwBNS56cOuIfTa7jxv50FZhzQGLRzoFpObbZ+uVC4eP
bFHarRQiPz1g900XAS00RW+UOtgN5raZ3Ry2 1KwXxuStZ0pX666Rz4c8PrmMb4 /B
aQYn6iKcT6TDU2TpSbWY9iph6kZczSeewK+pIjonXfjDKXScs8D2Raezev2ciq/V
ZRpRH8]JxieimI2yeBmEzTCqllTDYycDfMHB6reGaiCGX//8kAWtskzRyN1V6lunY
ZKSNhVKLwKmCQh1V1Nd30LApT41EeM2oWedUgNBYgB+XGCD4DUYdmle+4h73d4dn
JTkCdadxEn+9RRvZ4YMlw3mvT997Dy3rTXT29dj14TstZZf2063pYOTpYyOHZYy6Z
Juglqoe/vdcJ9SPOSTIE6VWCeVjxB+eGgheFLKqzK8Hs/BmO/wDKpSFgEpOPnkJ4
HJ2Uzgn1lEmo6gBDJt+gn3s2UnowcMsTgellhKvgzVg59LTyRyWL5UBXMBSXT4qjm
OLKkRvDKkOIjMQH7kqvWbpPlnWpLKo/VVoxifldEegWAQFVrP7f5Y+nNQttAYV79uk
MXVR+5YFkvmQAerf11PqXBJdbB650vikSVsy/kAboGpRG10AZ40DdwdGyiGIzyyc
1EOx/8+gY8BqWzRtWX4GySKyZ50/+xkJe5ss0IXPCgq/09bdihsRn57v4V4SpdDO
k3g/Dce+LzCRL8uTbUhrhZnjKSjRc3fFaD/BpLYjEDbnGFOICs IN3vb2xWUK1u4M fkKd1Ar1ZYIeBUw30RQNQ7U1JgG8KsZpUhTxCc
gVMOEXtLvkXcYLRUBFfZWy0i6FePzQjuCK1lw580dwelgXprEAWSvyxhmVdg4jUpX
MYKEOtZI9xwujyWjAC00myYqTdmsqyds+BgfBn96XiA90FUH2CO/GAomhNs8uPSO
T3Gt7Ld/FByxEVrt19A37X6bAwZ001j5tHmdXFPmMVepOR8zsWtPn3RyGAjcgcqb
50wJRwhvofdI7wilZOKUBsAaPj3MK52cRyD19VXKNNwt2bLDV6gcWQ8+QEMusxfp
1DcONIDSs+w31GsFfpoeQ53/fXcVNIm6Bv89bH9anLGYdCARGvZsvw+xRuglykgb
xLtL21B6wz RFREJoWTzCVsdpIZ8znPmk1lcBOwD1bMeu6sddHmv+6fpyuvQfQmdj
D8WLRTuyxax94TmBlhJCFYxm0/y4IvIx5C60GIRTKHpBYL/MORj rbIszXEqcogzU
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bdwjLIhdEnpJ5vyOQuXwhltce8BDpenmHE7y1lkHvPBiUG3vB7AIXghohFsJU3AYUj
d1TvFKS2AsizUTLuq@Ydbnz3AxMfmnZe8qYkNu2zRygL2xTa58f/MwsHKakk30mS
9JFZLrkkVWZKXoARctuahYtWBAsykaWVNnB6zGcdX1MGVcc1930Z6QWHyydtZpQc
ivNdEGdGV9BOK7/ngNdVgD5Wd29AMMFnS8+55mLfRZDCjUmshSySaf6Ein4HD9Hr
vk6dJvBPjnI5UjeUPjmH+wcZKIjLHW/aV/6/zoxzBh6lrWF1lr/daec+CFZE/+epr
LRRYSmv80Y47fF4duDDhoexcvP/CH+A2Hr400fcilL4vKy3nuUDCNa59x09JWv4NL
n3MQypC9bcaVPkXa7TK3ECqllgv8gwfdh5/0vG50dZA4ulcO0+aqcskt/PD252c63
0Znww3RXXT46KT4GAKO5A3771xkUMkznnCMvottmkPxjnhQjAsQg3bJeQk8EoX8f
PqOIf4i7SRBSDtb20H1pPmkORVPtXx1TRDTV]j3vS3Lci4xADFgCO9n9nIvP0O/55aau
06StbJtLmpubS5giuDH3uftwuyRilLgm3gtbSKPdoTk+dJhHXbbpBknL4XYTPXxSsR
ITaRds6w30vf7/IscyunMcqul1s0929SSa93UevKEIZbqbV90GIqwkiUMdVZK0O9g
rWOF//Ts4a5nYdEQth/fgq3JnwgeHvvUfKdasK4TtrTnUBX7qZk/K3Y1fZwjKdd/8
t9t1z7Kb2d9hWwtY7xP81iDluVFTsq8NM54ZC2218X5ViWz1yFmF2LXvRixsmYJv
Tz8lUUNnC2B/EtmlkkU4zrYKO/L77EikKV1+B7BXfEqx6ow41l]j7elYZYaqmZ9mph+]j83e4YXhPnqg71Bm
001czylLVNUIDCc69Tf7FX]jtIxh2yjv0T3zeLBPX0jUOit+gAmadvgrh8/mMXnNiq
OLsVow8aKqgm+0fd6m13K5riDFgXgNI91bvPKUSWIEqDMEqXk10AgD4Nb5NTGSFpQ
Q4G+cHAxJCu7vcXBaZnP8uMP5IAkdg5j IPvvMRwg/agkl/KbL980YZ5+1xrOMuKA
LT1uCJ4MMBOlWsalHe4jPe8LneSupw7vAX1bo2Vzc0I60CSY5hV+cGQRY+LjW81q
Cu5nLg8bwgnZMST1PmwrOY rKmvh8YKyGOrmTadxykC5IC+XbrLDsw23d9mLIjuqQ/V
4ibjeb+e0QGob22WOp1CLNHGW/SnYei8KG1ldxs/ahS+8vQdri880Z23x2QInrzOEj
ux6tKv4mvUkgYA5h1TFeT3PTr54yA+YLcCLMfBDx4ykPQnYUBj 70NHUNSUYt1CJy
faz7cWAbhgH+wlTFdVBVeW5D4FRbM8dMTPXy fC5ygwTJ0iDu3vQKyyDkmiX7sEaC
P1IN2V55uacyR8ZAG5+M1c4ZMx83kAIZZXTCdgalEX8yda31FI2 rDHmvW/82bmjL
pvI4Nnn9+zzJtDVCIOB2VAZ3Edov5GzPikm3un4+mvyhUZpH4sbTO+VhPCsrl+zn
bDJyNw4AswxaaJKh2+7wBiU6h+9TP/1I8SAJHtZL7zHBH8tD10ptksLRWDs9vYqgp
/3T86S2vxJL5DVLFISAZrYOE3InS+keGmTMCAA19I8zIworC/8uQpONBESebEV A
aHotBk591j/0W43Z3tQkcdQWkpnUfW/x9xE2wthacHlRzYDDsFByjEqkQrOMUSVF
EG1j9RCC97zyFrhvOxImlC6owXOpcuEcuPTNBT38WyBTIfmVHHz/I5YKk5cdWG7Hq
fmccV5GKrs2BseR683HM+/u50sq0km9UrqjgFR1Dj fDORKpOguP9PqkJANwG2nv1
hmNtXumzkFOotP5LDKLI84MGP8WnbOO6iEdD48L ra+c lRAITULX4AO0WRQjViDp7n
0ByI6ZcQd4DTMHNFPRVMKNMLYN13LghD6P9TTjQZOKCOCwmc2TMCIhIlvz0OYX6CcC
wJZYLO11ltgfnHEuh81ijvOu3d/BUpsknYKBSIJGUYMEZ9iUtbFPVfXBGSTi3gcWHt1l
IrM7wjswIwHWSvZKWUs+YWWITwj0apG6ViGl1lw0AqRIC48uLKgFWPbMoTpolnp69
€11j5ZHxB01i7S180D+r65b+fqaFzVIJIXVEIOzu/mIilbYBnGkhLI/Nawlm2elqVJ
milJBjXLAT3pEIDh8b3Lpgw=

Unwrapping the outer Cryptographic Layer of this message yields the following MIME part (with
its own Cryptographic Layer):
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Content-Transfer-Encoding: base64
Content-Type: application/pkcs7-mime; name="smime.p7m";
smime-type="signed-data"
;jZSBMb3Z1bGFjZQOKUHI1c21kZW50DQpFeGFtcGx LIENVcNnANCgOKLSO2
YWUtLQOKoIIDcjCCA24wggIWoAMCAQICFGeCtF1zUkvBOHFHGWrw/RGKgkwLMAOG
CSqGSIb3DQEBDQUAMCOxKzApBgNVBAMTITNhbXBsZSBMQU1QUyYBDZXJ0aWZpY2F0O
ZSBBdXRob3JpdHkwIBCcNMTkxMTIwMDY INDE4WhgPMjA1MjA5M]j cwNjUGMThaMBkx
FzAVBgNVBAMTDkFsaWNT1IExvdmVsYWNIMIIBI jANBgkghkiGO9wOBAQEFAAOCAQSA]jTfsgGUdZbbXtBxSmCASjOBCbphvvtoamlG
18+LZd0gR2kDwr//TYjWO6vUfXPwe rNWMx4cKpFobdmvgLYCeAZKRvOPjIMTEF fw
KOOCCXSifTpTFiwZhFxXKSCTdB6T2rE9IxJIfzIqLUrvvEZwpQIt8hX8kym/vKw+1
cbs13rag2enVP/f4qg/0mUuzkCI8sLXd+N5gAs9wdUZRcTBOgONUAHIM7RrpgkdC
0gKdypGEQHj6GiamJAe2Wnd0p4BZdBtBRzj fuzGCAdkwggHVAgQEBMEUWLTE rMCKG rMbqg/Q==
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Unwrapping the inner Cryptographic Layer yields the Cryptographic Payload, which includes the
Legacy Display part:

From: Alice Lovelace <alice@smime.example>

To: Bob Babbage <bob@smime.example>

Date: Wed, 27 Nov 2019 01:24:00 -0700

Subject: BarCorp contract signed, let's go!

Content-Type: multipart/mixed; boundary="6ae"; protected-headers="v1"
Message-ID: <smime-sign+enc+legacy-disp@protected-headers.example>

- -bae

content-type: text/plain; protected-headers="v1"
Content-Disposition: inline

Subject: BarCorp contract signed, let's go!

--bae
Content-Type: text/plain; charset="us-ascii"

Hi Bob!

I just signed the contract with BarCorp and they've set us up with
an account on their system for testing.

The account information is:
Site: https://barcorp.example/

Username: examplecorptest

Password: correct-horse-battery-staple
Please get the account set up and apply the test harness.
Let me know when you've got some results.
(this is the 'smime-sign+enc+legacy-disp' message)
Thanks, Alice

Alice Lovelace
President
Example Corp

- -6ae- -
9.10. Encrypted-only (unsigned) S/MIME Message with Protected Headers
and Legacy Display

This shows the same encrypted message as Section 9.9, but formulated without a signature layer,
so it is "encrypted-only".

Note that the lack of any signature layer means that the only forms of cryptographic protection
these header receive is confidentiality.
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An arbitrary adversary could forge a message with arbitrary headers (and content), and package
it in this same form. Consequently, the only thing "protected" about the headers in this example
is confidentiality for any obscured headers (just the Subject in this case).

Presenting the cryptographic properties of the headers of such a message in a meaningful way to
the end user is a subtle and challenging task, which this document cannot cover.

Its MIME message structure is:

L— application/pkcs7-mime smime-type="enveloped-data"
1 (decrypts to)
multipart/mixed < Cryptographic Payload
text/plain < Legacy Display
text/plain

For this message, the session key is an AES-256 key with value
e94f6aaef7fl4d6ceeac770c46d714885e81fbeafl1462d0fdadfce6c581525e2 (in hex).
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Received: from localhost (localhost [127.0.0.1]); Wed, 27 Nov 2019
01:27:28 -0700 (UTC-07:00)

MIME-Version: 1.0

Content-Transfer-Encoding: base64

Content-Type: application/pkcs7-mime; name="smime.p7m";
smime-type="enveloped-data"

From: Alice Lovelace <alice@smime.example>

To: Bob Babbage <bob@smime.example>

Date: Wed, 27 Nov 2019 01:27:00 -0700

Message-ID: <smime-enc+legacy-disp@protected-headers.example>
Subject:
 rMCkGALIUEAXMiU2FtcGXLIEXBTVBTIENlcnRpZmljYXRLIEF1 rB04P8I8uNrqYD
AyX8p0/12ArczkWzGTz21luBahrD+cTZPApe5SeyX0xWB11Lmb0G8o4twBeeBLiHP
XwYvttx0JYG/hc/ImMpEemJqwj9uZ3wGDO3dIhhDX20j4ek/7jT6yqIh8C1H+PgA
+HNFfNXsFQDrRORoqJS8YVEiYRDQNyePy2ugzLTh88nPtIp92hY7bk9z13AYaiVFH
+sz1LoyzfMID+geZemR8XfI21ijGnrWMlnyPah/zA6J6RwemhuiMk1ZGYG85hMU9H
K4CFVM+m7xYXKpwFVnmkVZjzWInirJhehElhtCXpx/IFGXH9CPbCYEZV1IWVStrl/
OfWTGicMXez6hVQCadWCXy96/eLIX0rC54gSoIJX2TD6jdVEUlYptutyGI6KdQ2p
yXwhs98Uj7DM3nmFeAcj jN3e8pPoX7aG8eP+MfmHIWNG jA44jMalmIdp9320g74]
MdjvnHa/cGibW/RamPiFObNOF94A83vcpUfU/zZ8cFHi/3/1IN6Rm9+3/9iGRZa9E
Y6e2/CEqlcUbPQO9fPwRImjZCfDce71DKe+ZFGdYtFR7JwDEeZ6BB4Ff4rXctcWD
PgUJqUGv/SXBcFn4cNUKOMYYqVulovd/T7FMf+13c5MH6BRCvft/i5aeBR+A26Gk
2awtBPYdHW6+As1rFjncBbtPD1U6VX9AWUCOKOMQYNNKTWS8gTvsriXJZ6Zu5iFE
ExNuFz7YcnMKnguOn2ph5azzeMm83AYzWXzZPu3mdr5Siuu/Ke380ADKP+BZ08Za
XVvKvvfnRPX09kG9hgvEMRUIKOcxn82X0oGPNZib+9SPa2zYx5P6HX1Bge/ cmKAen
FKELJLSTP2/pc6AWAICqI1978HaUHTMFiN7jEUppALifpAWgNCcIGSW5w=

Unwrapping the single-layer Cryptographic Envelope of this message yields the following MIME
structure:
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From: Alice Lovelace <alice@smime.example>

To: Bob Babbage <bob@smime.example>

Date: Wed, 27 Nov 2019 01:27:00 -0700

Subject: BarCorp contract signed, let's go!

Content-Type: multipart/mixed; boundary="6ae"; protected-headers="v1"
Message-ID: <smime-enc+legacy-disp@protected-headers.example>

- -bae

content-type: text/plain; protected-headers="v1"
Content-Disposition: inline

Subject: BarCorp contract signed, let's go!

- -bae
Content-Type: text/plain; charset="us-ascii"

Hi Bob!

I just signed the contract with BarCorp and they've set us up with
an account on their system for testing.

The account information is:
Site: https://barcorp.example/

Username: examplecorptest

Password: correct-horse-battery-staple
Please get the account set up and apply the test harness.
Let me know when you've got some results.
(this is the 'smime-enc+legacy-disp' message)
Thanks, Alice

Alice Lovelace
President
Example Corp

--6ae- -

9.11. Encrypted-only (unsigned) PGP/MIME Message with Protected
Headers and Legacy Display

This shows a comparable encrypted-only (unsigned) message, like Section 9.10, but using PGP/
MIME instead of S/MIME.

Note that the lack of any signature layer means that the only forms of cryptographic protection
these header receive is confidentiality.

An arbitrary adversary could forge a message with arbitrary headers (and content), and package
it in this same form. Consequently, the only thing "protected" about the headers in this example
is confidentiality for any obscured headers (just the Subject in this case).
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Presenting the cryptographic properties of the headers of such a message in a meaningful way to
the end user is a subtle and challenging task, which this document cannot cover.

Its MIME message structure is:

application/pgp-encrypted
application/octet-stream
1 (decrypts to)
multipart/mixed « Cryptographic Payload
text/plain « Legacy Display
text/plain

L{i?ultipart/encrypted

For this message, the session key is an AES-256 key with value
4f3e7e3cb4a49747188d232601fa98a29d7427e8180882464cfbca3dcb847356 (in hex).
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Received: from localhost (localhost [127.0.0.1]); Mon, 21 Oct 2019
07:30:28 -0700 (UTC-07:00)

MIME-Version: 1.0

Content-Type: multipart/encrypted; boundary="c07";
protocol="application/pgp-encrypted"

From: Alice Lovelace <alice@openpgp.example>

To: Bob Babbage <bob@openpgp.example>

Date: Mon, 21 Oct 2019 07:30:00 -0700

Message-ID: <pgpmime-enc+legacy-disp@protected-headers.example>
Subject:

--c07
content-type: application/pgp-encrypted

Version: 1

--c07
content-type: application/octet-stream

wV4DR2b2udXyHrYSAQAAX8p0+UBWbFNtCeGX5n01X1mSPqdmwrJIVWVZT8LS/yIw
lv+vor/Wsh7cKBofs1lyI1PR4u/01EK] j+XkgD+h1BEtHDHp9ckuzBHMOIGYLOAZU
wcDMA3wvgk35PDeyAQwAiGcX6KN1jS+gHFAUCWWYc672CPPOhIhS91BGZz4MMiV/G
Prm+dwIE5V7I6Sh7XMEons1Z7EdUbpxP/0ufCTQwrkX1zTTIt/0TMZkZXxpDvLPpA
EzkdW2edtMhbTtgbGzjXg0sBVgqnRZP6CaTfCba5tsVF0I8X0+WL1ARQSDVKWPuob
UXT+s4sZ1am0JjnrxGYCD5NTjQt4UUmx LyXxQLEWN9OWMLs8D rQ5kxcMHUUGKjDT cee4qdOKBgK
JZXBtIsoMICQj6Xw7ecmwP05huh1EQOcfqdSuEu+k2ifgnOMAPe85syK/d4yVxUB
wSj7Jk5r2Ytqe8ZXVoM4kYIKxVpuXmxb78KoUPvBUKLzqOMHwYpk2BjPQjZ8xqL7
0KQ8ywpm90SBB7DCgES70IgrG5ZMovqVkNppdJI3TrvkdgWtctbGe/PblWapMamQ/
a99+zfc9k63hDV6GW7mMM7ALiTO5cqkOVvYEYNIShTpszfOeile+smM/3As4HIstCx7
Wiej+1M/Rqxp81nP8R78+al6iyIdbHZ6LSxD5vKgZbhT30Qng0goZ3XQZXmIV/cZ
hVpPIEDgUzQi3qJq9P0OPejosLQZhU41k0cyDdLZmPm70IRG7+b2X8IRbmhtg8FMA
szxT753uRpiGsKYb3dm0X9JYcDVbe9gFoIj2PktU2L9619379IVn9gtEeMYdR6Xn
w9rKgAyGiieepz5ygl9cRaGVFfLnesAB

=zBUs

--c07--

Unwrapping the single-layer Cryptographic Envelope of this message yields the following MIME
structure:
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From: Alice Lovelace <alice@openpgp.example>

To: Bob Babbage <bob@openpgp.example>

Date: Mon, 21 Oct 2019 07:30:00 -0700

Subject: BarCorp contract signed, let's go!

Content-Type: multipart/mixed; boundary="6ae"; protected-headers="v1"
Message-ID: <pgpmime-enc+legacy-disp@protected-headers.example>

- -bae
content-type: text/plain; protected-headers="v1"
Content-Disposition: inline

Subject: BarCorp contract signed, let's go!

- -bae
Content-Type: text/plain; charset="us-ascii"

Hi Bob!

I just signed the contract with BarCorp and they've set us up with
an account on their system for testing.

The account information is:

Site: https://barcorp.example/
Username: examplecorptest
Password: correct-horse-battery-staple

Please get the account set up and apply the test harness.
Let me know when you've got some results.
(this is the 'pgpmime-enc+legacy-disp' message)

Thanks, Alice

Alice Lovelace
President
Example Corp

--6ae- -

9.12. An Unfortunately Complex Example

For all of the potential complexity of the Cryptographic Envelope, the Cryptographic Payload
itself can be complex. The Cryptographic Envelope in this example is the same as (Section 9.8).
The Cryptographic Payload has protected headers and a legacy display part (also the same as
Section 9.8), but in addition Alice's MUA composes a message with both plaintext and HTML
variants, and Alice includes a single attachment as well.

While this PGP/MIME message is complex, a modern MUA could also plausibly generate such a
structure based on reasonable commands from the user composing the message (e.g., Alice
composes the message with a rich text editor, and attaches a file to the message).
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The key takeaway of this example is that the complexity of the Cryptographic Payload (which

may contain a Legacy Display part) is independent of and distinct from the complexity of the
Cryptographic Envelope.

This message has the following structure:

application/pgp-encrypted
application/octet-stream
1 (decrypts to)
L—multipart/signed
multipart/mixed « Cryptographic Payload
text/plain « Legacy Display Part
multipart/mixed
multipart/alternative
text/plain
text/html
text/x-diff « attachment
— application/pgp-signature

jz?ultipart/encrypted

For this message, the session key is an AES-256 key with value
1c489cfad9f3cObf3214bf34e6dad2b7f64005e59726baalbl7ffdefeb6ecbb52 (in hex).
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Received: from localhost (localhost [127.0.0.1]); Mon, 21 Oct 2019
07:33:28 -0700 (UTC-07:00)

MIME-Version: 1.0

Content-Type: multipart/encrypted; boundary="241";
protocol="application/pgp-encrypted"

From: Alice Lovelace <alice@openpgp.example>

To: Bob Babbage <bob@openpgp.example>

Date: Mon, 21 Oct 2019 07:33:00 -0700

Message-ID: <unfortunately-complex@protected-headers.example>
Subject:

--241
content-type: application/pgp-encrypted

Version: 1

--241
content-type: application/octet-stream

wV4DR2b2udXyHrYSAQdArYyyCfDzUyr02W1QjImXivzmT6XooGh6HMhPLmD/pkIw
jPsIvobMemmvctBWNnGsg2IUVx3c1XJum+/UmVuk5BQvOxk6x6kDt2WtwE3fWhop3
wcDMA3wvgk35PDeyAQv+]ZG91UzU5NI0Y1Yxoad L8bNBkTdLBWNSDIEMhJd+Hmm5
KDjxBtAHWcsjzkiEdZcoR9EvrfFWBCTo+AmfnDi5YEJaX6GNr61VHKDcxowCrNsC
lwfdXX+TIe@cwX7RW1lyvWGxCs7alVHuxUa/hDe7DKk1AIx0icdTKz+1pDYFTr8T9E
Q/jtkk95paCzmtZ53RKaEMzizalXD+B2s0/pBp6alGxYMRF4yhez+b4HakUz2GK6
tvFoN/qqXT97+cpREAhDFqtgHp6QmW4UUTgWaZ7G7TSDU7AuuizxGCC5yGj0O119B
iwm9x0G6YvjQxKbgbklaRZabUzFxyIKcuU8iDM9eZFTHUOQFhZKYSEmVaVNb9G1C
i30ncaq7Y1lkj7309009siLQwqdTRNZKz+65mPSzKj6HI7gulw9Y fOMHCcSHNPGIsI
qTE/a88b17fc5qEEzkk8gmtnKyDI1bRvhxk rRNGWNeW6ZUEFdinYi5fAD5QYXMSW
rIB+ELy/ZUYHHy31UAvSOsPRAXgbRmpFyrfzGgZMfkSbH2n+ngl+21rDjnABUetE
vSdvPCL57jS+w4MaUHz7wSjv1QnzBvRts/AJAvnFYhRYe5vP3wfDIKndpnhCz7EE
QUE5d3upWL2fQ2UP/hLWUjbC6FhD+GFbyw38XomjBvvznT2NAFdZR1qqXfdw+dkG
/daknCkHtyZ3Z1kQkTyyEOkuIopr2cJUWLghOEuvOOEi842NsaDeKa®5GepNX10c ryylpLLDHpoYgOLC3Dk
X/ICCAyk6n3Rz4IyupFuKNaEailwpjZZjqYtHbvMN]j+55crArYLfdadpTPeX5q8
2QUg0335ShkTlgp/a6qBuoUC3yHDCcAOEiqGCMsF4Mmny6MtyzkKQX1gBHCDSGOyO
NTnhfIxiKslcahWf7ix9p05dn31Tqrl+t9usJtrZuhugVwonbzQgfA4DNULbTsu5
0dSTwvrBczga7+JcvDI+QELLiP8n1QcU2VkvCVwy5RHkwWzY0J843jYLh1VZEbbWa
YDFXbQzCWGRc jubwb5Eet6pEPiNNTVv069GQXx21Bue5kTs1IZ01wRLii0U3VvP4TO
x4/6AaJt8MmSxXiGd9fjTT5ej7iawzH9gXQ40Umj3MVWNiOrhRittRZyjXVAXdAYG
/F9sj5kkNOzFsSNakK3+Mi96I16h6h4aYMvbrdlzapA8oqj6MpZRSeLLOHiHgmbcC
IMXywNeKw2ZZSM6FNjU33fEDIQNO0+jXLVazdkmqtBBOsUiuBuvMrKoJtr79rmiXcC
K77CmcIbikYpMOhnMyDf rtQqCEW4dKZ1c8uuFJQrEhRbQ24KP+Dq70ynNiODalKN
s4RgECgNgjES6ow4eIDS7vTo3xctCtXfzI5pkw8ublrSM+Q=

=wxHa
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--241--

Unwrapping the encryption Cryptographic Layer yields the following content:
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Content-Type: multipart/signed; boundary="c72";
protocol="application/pgp-signature"; micalg="pgp-sha512"

--c72

From: Alice Lovelace <alice@openpgp.example>

To: Bob Babbage <bob@openpgp.example>

Date: Mon, 21 Oct 2019 07:33:00 -0700

Subject: BarCorp contract signed, let's go!

Content-Type: multipart/mixed; boundary="6ae"; protected-headers="v1"
Message-ID: <unfortunately-complex@protected-headers.example>

- -bae
content-type: text/plain; protected-headers="v1"
Content-Disposition: inline

Subject: BarCorp contract signed, let's go!

- -bae
Content-Type: multipart/mixed; boundary="8df"

- -8df
Content-Type: multipart/alternative; boundary="32c"

--32c
Content-Type: text/plain; charset="us-ascii"

Hi Bob!

I just signed the contract with BarCorp and they've set us up with
an account on their system for testing.

The account information is:

Site: https://barcorp.example/
Username: examplecorptest
Password: correct-horse-battery-staple

Please get the account set up and apply the test harness.
Let me know when you've got some results.
(this is the 'unfortunately-complex' message)

Thanks, Alice
Alice Lovelace
President
Example Corp

--32c
Content-Type: text/html; charset="us-ascii"

<html><head></head><body><p>Hi Bob!

</p><p>

I just signed the contract with BarCorp and they've set us up with
an account on their system for testing.

</p><p>
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The account information is:

</p><dl>

<dt>Site</dt><dd>

<a href="https://barcorp.example/">https://barcorp.example/</a>
</dd>

<dt>Username</dt><dd><tt>examplecorptest</tt></dd>
<dt>Password</dt><dd>correct-horse-battery-staple</dd>
</dl><p>

Please get the account set up and apply the test harness.
</p><p>

Let me know when you've got some results.

</p><p>

(this is the 'unfortunately-complex' message)

</p><p>

Thanks, Alice<br/>

-- <br/>

Alice Lovelace<br/>

President<br/>

Example Corp<br/>

</p></body></html>

--32¢c--

--8df
Content-Type: text/x-diff; charset="us-ascii"
Content-Disposition: inline; filename="testharness-config.diff"

diff -ruN a/testharness.cfg b/testharness.cfg
--- a/testharness.cfg

+++ b/testharness.cfg

@@ -13,3 +13,8 @@

endpoint = https://openpgp.example/test/
username = testuser

password = MJVMZ1HR75mILg
+
+[barcorp]
+endpoint = https://barcorp.example/
+username = examplecorptest
+password = correct-horse-battery-staple
--8df--

- -6ae- -

--c72

content-type: application/pgp-signature

wnUEARYKABOFA12twZwWIQTrhbtfozpl4V6UTmPyMVUMTOTjjgAKCRDYMVUMTOT j
jnUTAPO9YDBbjItEr14L3f/hpRDdkiexX96wHRZ0Z1P4V1sPbmgEA/zNQ5GZx0W70
EyF6magKODedw/FXsbL32iFiXMGaTgY=

=EulL1l

--C72--
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10. TANA Considerations

FIXME: register content-type parameter for legacy-display part

MAYBE: provide a list of user-facing headers, or a new "user-facing" column in some table of
known RFC5322 headers?

MAYBE: provide a comparable indicator for which headers are "structural" ?

11. Security Considerations

This document describes a technique that can be used to defend against two security
vulnerabilities in traditional end-to-end encrypted e-mail.

11.1. Subject Leak

While e-mail structure considers the Subject header to be part of the message metadata, nearly
all users consider the Subject header to be part of the message content.

As such, a user sending end-to-end encrypted e-mail may inadvertently leak sensitive material in
the Subject line.

If the user's MUA uses Protected Headers and obscures the Subject header as described in Section
4.2 then they can avoid this breach of confidentiality.

11.2. Signature Replay

A message without Protected Headers may be subject to a signature replay attack, which
attempts to violate the recipient's expectations about message authenticity and integrity. Such an
attack works by taking a message delivered in one context (e.g., to someone else, at a different
time, with a different subject, in reply to a different message), and replaying it with different
message headers.

A MUA that generates all its signed messages with Protected Headers gives recipients the
opportunity to avoid falling victim to this attack.

Guidance for how a message recipient can use Protected Headers to defend against a signature

replay attack are out of scope for this document.

11.3. Participant Modification

A trivial (if detectable) attack by an active network adversary is to insert an additional e-mail
address in a To or Cc or Reply-To or From header. This is a staging attack against message
confidentiality - it relies on followup action by the recipient.
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For an encrypted message that is part of an ongoing discussion where users are accustomed to
doing "reply all", such an insertion would cause the replying MUA to encrypt the replying
message to the additional party, giving them access to the conversation. If the replying MUA
quotes and attributes cleartext from the original message within the reply, then the attacker
learns the contents of the encrypted message.

As certificate discovery becomes more automated and less noticeable to the end user, this is an
increasing risk.

An MUA that rejects Exposed Headers in favor of Protected Headers should be able to avoid this
attack when replying to a signed message.

12. Privacy Considerations

This document only explicitly contemplates confidentiality protection for the Subject header, but
not for other headers which may leak associational metadata. For example, From and To and Cc
and Reply-To and Date and Message-Id and References and In-Reply-To are not explicitly
necessary for messages in transit, since the SMTP envelope carries all necessary routing
information, but an encrypted [RFC5322] message as described in this document will contain all
this associational metadata in the clear.

Although this document does not provide guidance for protecting the privacy of this metadata
directly, it offers a platform upon which thoughtful implementations may experiment with
obscuring additional e-mail headers.

13. Document Considerations

[ RFC Editor: please remove this section before publication ]

This document is currently edited as markdown. Minor editorial changes can be suggested via
merge requests at https://github.com/autocrypt/protected-headers or by e-mail to the authors.
Please direct all significant commentary to the public IETF LAMPS mailing list: spasm@ietf.org

13.1. Document History

Significant changes between version -01 and -02:

» Added S/MIME test vectors in addition to PGP/MIME

* Legacy Display parts should now be text/plain and not text/rfc822-headers
* Cryptographic Payload must have protected-headers parameter set to v1

* Test vector sample Message-Ids have been normalized

* Added encrypted-only (unsigned) test vectors, at the suggestion of Russ Housley

Changes between version -00 and -01:

* Credit Randall for "correct horse battery staple”.
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* Adjust test vectors to ensure no line in the generated .txt format exceeds 72 chars.
* Minor formatting cleanup to appease idnits.

» Update references to more recent documents (RFC 2822 -> 5322, -00 to -01 of draft-ietf-lamps-
header-protection-requirements).
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